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ABSTRACT

This systematic review investigates the evolving legal intersection between cybercrime
and contractual liability, with a focus on how courts, regulators, and contracting parties
address cybersecurity risks through enforceable legal frameworks. Drawing upon the
Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA)
methodology, a total of 87 peer-reviewed articles, case law commentaries, and legal-
technical policy studies representing over 1,300 cumulative citations were rigorously
analyzed to identify prevailing legal doctrines, risk mitigation practices, and
enforcement trends. The review explores key thematic areas including the rise of
cybersecurity-specific clauses in digital service agreements, the misalignment between
cyber insurance policies and commercial contracts, the legal freatment of third-party
vendor breaches, and the contractual implications of data protection regulations such
as the GDPR, CCPA, and HIPAA. Findings reveal a clear docftrinal shift: courts are
increasingly recognizing cybersecurity failures as breaches of confract, especially when
they violate performance warrantfies or industry standards. Furthermore, vague or
boilerplate clauses have proven ineffective during litigation, underscoring the
importance of specificity and alignment with technical benchmarks such as NIST and
ISO/IEC standards. The review also identifies a growing reliance on Data Processing
Agreements (DPAs), Standard Contractual Clauses (SCCs), and enforceable indemnity
and audit rights to manage legal risk in complex digital ecosystems. High-profile cases
such as Merck v. ACE Insurance, Schrems Il, and the British Airways GDPR enforcement
illustrate how regulatory action and private litigation are catalyzing more rigorous
contract drafting and cyber risk governance. Overall, the study concludes that in the
face of rising transnational cyber threats, contractual instruments must evolve beyond
static legal templates to become dynamic tools of compliance, risk fransfer, and
strategic cybersecurity management. This review offers both scholars and practitioners
a synthesized, evidence-informed framework for understanding and improving the legal
mechanisms that govern cybercontractual liability.
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INTRODUCTION

Cybercrime, in its broadest sense, encompasses any illegal act committed through or against a
computer system or network. According to the United Nations Office on Drugs and Crime (UNODC),
cybercrime includes offenses such as unauthorized access, data breaches, cyber fraud, and digital
identity theft. The Council of Europe’s Convention on Cybercrime (Tropina et al., 2015), also known
as the Budapest Convention, remains the most comprehensive international tfreaty addressing such
offenses, defining core criminal behaviors like illegal access, interception, data interference, system
interference, and misuse of devices. These categories serve as the legal backbone for most national
legislations, with countries such as the United States, the United Kingdom, and India harmonizing their
cybercrime statutes accordingly (Tennis, 2020). In parallel, contractual liability is a legal obligation
arising when one party to a confract fails to fulfill their confractual duties, often resulting in breach
claims and damages. In the digital economy, these two domains intersect, producing complex legal
scenarios. For instance, when a cyberattack disrupts supply chain operations, the ensuing breach of
service level agreements can lead to costly legal consequences. The contractual obligations in
cloud service agreements, SaaS deployments, and digital outsourcing arrangements further
complicate this space. Courts across jurisdictions have begun to grapple with questions of
foreseeability, duty of care, and causation in cyber breach cases, expanding the traditional confines
of contractual liability (Tsakalidis & Vergidis, 2017). Therefore, the emergence of cybercrime as a
contractual disruptor necessitates an integrated legal framework that combines cyber regulations
with doctrines of contract law. This systematic review examines how legal precedents are evolving

globally to address these overlapping challenges.

Figure 1: Cybercrime Contractual Liability Risk Governance
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Cybercrime is inherently transnational, exploiting jurisdictional gaps across sovereign boundaries. A
malicious actor in one country can disrupt a contractual obligation in another through ransomware,
data manipulation, or denial-of-service attacks. This dynamic challenges traditional legal
enforcement mechanisms, prompting the formation of cross-border treaties and cooperation
frameworks (Michalec et al., 2022). The Budapest Convention, with over 60 signatories, has served as
a model freaty for facilitating international cooperation in cybercrime investigation and prosecution.
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Moreover, regional legal bodies such as the African Union’'s Malabo Convention (2014), the ASEAN
Cybersecurity Cooperation Strategy, and the European Union's Cybersecurity Act reflect the
growing international commitment to regulating this domain. However, challenges persist. Variations
in data localization laws, encryption standards, and the interpretation of mens rea in digital
environments hinder harmonization (Oreku & Mtenzi, 2017). The rise of state-sponsored cyberattacks
adds another layer of legal ambiguity, especially when contractual parties are entangled in
geopolitical conflict zones. In civil law jurisdictions like Germany and France, legal doctrines
increasingly explore the applicability of “force majeure” in breach of contract claims triggered by
cyberattacks, while common law systems like those in the U.S. and U.K. tend to invoke negligence
and failure to adhere to industry standards. Case law such as Target Corp. Data Breach Litigation
and PIPEDA v. Equifax Canada has catalyzed judicial discussions on the duty of confractual
custodianship of data (Viano, 2016). As global digital fransactions rise, the cross-border legal
response fo cybercrime must also evolve, providing clarity on how contractual liabilities are shared
or shifted across jurisdictions.
The integration of cybersecurity provisions within contractual frameworks has emerged as a strategic
risk mitigation practice. Enterprises increasingly draft detailed security requirements and liability
clauses in outsourcing contracts, cloud agreements, and technology service-level contracts (Ehiane
& Olumoye, 2023). These clauses often delineate the parties’ responsibilities for data protection,
breach notification timelines, and indemnification structures. For instance, in the U.S., the National
Institute of Standards and Technology (NIST) Cybersecurity Framework is frequently referenced in
contractual terms to define industry-accepted standards. Similarly, the ISO/IEC 27001 standard offers
a globally recognized benchmark for information security management systems that inform contract
drafting (Viano, 2016). Yet, the enforceability of such clauses depends on the clarity of risk allocation
and the foreseeability of cyber incidents. Courts have scrufinized boilerplate clauses and vague
“best effort” commitments in decisions such as Patco Construction Co. v. People’s United Bank,
where the contfractual language failed to absolve the bank of liability following an online fraud
incident (Payne, 2020). Moreover, in multi-party confractual ecosystems involving third-party vendors
and subcontractors, determining causation and proportional liability becomes more complex
(Pawlak & Barmpaliou, 2017). Arbitration proceedings in the fechnology sector increasingly involve
confractual disputes arising from cybersecurity incidents, highlighting the need for precise legal
drafting. Legal scholars recommend embedding detailed incident response protocols, minimum
technical standards, and cyber insurance obligations within digital contracts to bolster legal
defensibility (Schjolberg & Ghernaouti-Helie, 2011). Thus, the legal architecture of cybersecurity
clauses plays a pivotal role in allocating liability and mitigating risk exposure in digital contracting
environments.
Figure 2: Cybersecurity Contractual Risk Alignment
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Courts around the world are increasingly confronted with disputes where cyberattacks directly
cause the failure of contractual performance. These cases often raise questions about proximate
cause, standard of care, and contractual foreseeability. In Hearfland Payment Systems Inc., the
court held that plaintiffs must demonstrate a clear causal link between the data breach and the
damages suffered, setting a high bar for recovery under breach of contract theories. In the United
Kingdom, Yerjanov et al. (2017) emphasized the legal difficulties in quantifying damages in cyber
breach scenarios, particularly under data protection and tort-based claims. In contrast, civil law
jurisdictions have shown greater receptiveness to shiffing the burden of proof toward service
providers, as seen in German and French jurisprudence on e-commerce platform security failures.
Moreover, precedent-setting decisions such as In re: Equifax Inc. Customer Data Security Breach
Litigation have affirmed that failure to comply with agreed-upon cybersecurity practices constitutes
not just regulatory noncompliance but also breach of confractual warranty. These rulings emphasize
the growing intersection of torf, contract, and regulatory liability in cyber breach cases. Importantly,
courts have also begun recognizing economic losses stemming from cyberattacks—fradifionally
deemed non-recoverable in negligence cases—as actionable in contract law when grounded in
specific security clauses (Dalla Guarda, 2015). This evolving body of case law underscores the
judiciary’s role in shaping digital contractual norms and clarifying liability thresholds in cybercrime
contexts.
The surge in cyberattacks targeting supply chains and managed service providers has spotlighted
the contractual exposure of third-party relationships (Rashkovski et al., 2016). Modern enterprises
often operate within highly networked digital ecosystems where third-party vendors handle sensitive
customer data or crifical infrastructure. This inferconnectedness amplifies liability risks, especially
when vendors fail to implement adequate cybersecurity measures. High-profile breaches such as
the Target Corp. (2013) incident—where attackers infilfrated via a third-party HVAC contractor
prompted corporations to tighten their due diligence and cybersecurity governance frameworks.
From a legal standpoint, corporate boards have fiduciary and regulatory duties to ensure thaft risk
management practices are robust, often codified through internal control frameworks like COSO
and COBIT (Igbal et al.,, 2020). Regulatory bodies such as the U.S. Securities and Exchange
Commission (SEC) and the UK's Financial Conduct Authority (FCA) have also issued directives
mandating public companies to disclose material cybersecurity risks. Failure to do so has led to
shareholder lawsuits and contractual claims against directors and officers for breach of fiduciary
duties. The General Data Protection Regulation (GDPR) further codifies data protection obligations,
extending legal responsibility to data confrollers and processors alike. In cases like British,
enforcement agencies held the company accountable for failures in vendor cybersecurity oversight
(Broadhead, 2018). Such developments illustrate that legal responsibility no longer resides solely
within the confracting parties but now implicates third-party providers, creating a need for
comprehensive vendor risk assessments and confractual safeguards such as audit rights, flow-down
clauses, and breach indemnities. The contractual diffusion of liability across multiple stakeholders
redefines traditional notions of privity and causation, challenging legal systems to adapt to these
increasingly complex digital relationships (Tennant & Paula Oliveira, 2024).
As cyber threafts intensify, organizations increasingly look to cyber insurance as a contractual tool for
risk fransfer. Cyber insurance confracts are specialized legal insfruments that indemnify policyholders
against losses resulting from data breaches, business interruption, regulatory penalties, and even
extortion through ransomware. These contracts, however, are not uniform (Bechara & Schuch, 2021).
The lack of standardization across insurers has led to disputes over coverage triggers, exclusions, and
sublimits. The U.S. court ruled that a "war exclusion clause" could not be used to deny coverage for
the NotPetya cyberattack, a landmark decision with wide-reaching implications for contractual
interpretations of state-sponsored cyber events. Additionally, courts have evaluated whether cyber
insurance policies provide primary or secondary coverage when layered with general liability or
technology errors and omissions (E&QO) policies (Akhgar et al., 2016). Another confractual complexity
arises in the form of subrogation, where insurers may seek to recover damages from third-party
vendors deemed responsible for the breach, leading to further litigation and liability allocation.
Despite its growing appeal, the cyber insurance market is constrained by asymmetric information,
adverse selection, and evolving actuarial models that struggle to price digital risks accurately.
Regulatory bodies are now beginning to scrutinize these confracts, as evidenced by the New York
Department of Financial Services (NYDFS) Cyber Insurance Risk Framework (Patil, 2022), which sets
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minimum expectations for coverage transparency and risk modeling. Therefore, while cyber
insurance offers a contractual backstop to cybercrime-related losses, it infroduces new layers of
legal complexity requiring precise drafting, robust exclusions, and clearly defined incident response
protocols.
Governments and regulatory agencies worldwide have intensified enforcement actions against
organizations that fail fo meet cybersecurity obligations, translating digital negligence into both
regulatory fines and contractual liability. The European Union’s GDPR and its successors (e.g., the
Digital Services Act) impose strict contractual responsibilities on entities handling personal data, and
failure to comply may result in breach of confract claims by data subjects or business partners (Patil,
2022). In the United States, parallel statutes such as the California Consumer Privacy Act (CCPA) and
the New York SHIELD Act have infroduced affirmative duties to protect digital assets, framing
contractual obligations around privacy and information security (Peters & Jordan, 2019). Regulatory
fines are often accompanied by private litigation where the confract is cited as the basis of the
claim, especially when data processors or subcontractors are implicated. For instance, the Zoom
Video Communications case resulted in regulatory penalties and civil class actions under breach of
consumer service contracts due to failure in implementing promised encryption features.
Additionally, regulators increasingly require companies to codify cyber risk governance into internal
policies, vendor contracts, and board-level oversight documents (Ramirez, 2017). Regulatory
compliance audits often examine the contract portfolio to assess legal preparedness, and failure to
produce comprehensive cyber-risk clauses may itself become a compliance violation. Furthermore,
cross-sectoral regulators—such as those in healthcare (HIPAA), finance (GLBA), and critical
infrastructure—are setting sector-specific benchmarks that directly influence how cybersecurity is
confractually managed. These trends underscore how cybercrime enforcement has transcended
criminal law, establishing firm roots in confract law and regulatory compliance, thereby redefining
the legal fabric of digital business operations (Mishra et al., 2022).
The objective of this analysis is to critically explore how the integration of Artificial Intelligence (Al)
info enterprise data management systems influences the legal interpretation and enforcement of
confractual obligations, particularly within evolving digital ecosystems. As Al technologies
increasingly automate decision-making, data processing, and operational workflows, organizations
face heightened risks of legal exposure stemming from algorithmic errors, biased data outputs, and
cybersecurity vulnerabilities. This review aims to examine how fraditional legal doctrines—such as
foreseeability, standard of care, implied warranties, and liability apportfionment—are being
redefined to accommodate the unique challenges posed by Al-driven platforms. Additionally, it
seeks to evaluate the adequacy of current contractual mechanisms, including performance
warranties, force majeure clauses, and indemnity provisions, in mitigafing risks associated with
autonomous digital systems. By synthesizing insights from legal scholarship, regulatory developments,
and case law precedents, this study endeavors to provide a structured understanding of how Al
reshapes confractual governance and legal accountability in data-centric environments.
LITERATURE REVIEW
The intersection of cybercrime and contractual liability represents an evolving legal frontier shaped
by the exponential growth of digital commerce, the proliferation of tfransnational cyber threats, and
the dynamic adaptation of legal doctrines. The literature in this domain spans multiple disciplines
including international law, commercial law, cybersecurity regulation, and risk management
reflecting the breadth and complexity of legal interpretations and policy responses (Li et al., 2019).
Over the last two decades, scholarly inquiry has attempted to delineate the contours of liability in
digital contracts affected by cyber incidents, with a growing body of work focused on judicial
precedent, insurance models, compliance regimes, and vendor governance frameworks. This
review critically examines peer-reviewed studies, legal case commentaries, infernational legal
instfruments, and empirical policy analyses to establish a comprehensive understanding of how
cybercrime-related confractual liability has been addressed across jurisdictions (Akhlag & Ahmed,
2015). By organizing the review into thematic subsections, it provides insights info how contractual
doctrines such as foreseeability, causation, privity, and breach have evolved in response to the rising
tide of cyberattacks. It also investigates the roles of insurance mechanisms, regulatory enforcement,
and private contractual innovation in managing cyber risk. The aim of this literature review is twofold:
first, to synthesize existing scholarship that has addressed the legal treatment of cyber-induced
confractual disputes; and second, to identify key trends, doctrinal debates, and jurisprudential gaps
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that inform future legal development (Hovenkamp, 2022). To ensure clarity and coherence, the
review is structured into nine intferconnected subsections, each focusing on a unique aspect of the
confractual-cybercrime interface. These sections reflect the multi-layered nature of the topic and
align with the principles of systematic review methodology, offering both doctrinal depth and
contextual breadth (Kim, 2019).
Mapping Cybercrime and Contractual Liability
The conceptudlization of cybercrime has undergone significant evolution in legal scholarship,
moving from a narrow focus on system-specific offenses to a broader understanding of digitally
facilitated harm. Initially, cybercrime was framed through the lens of unauthorized access or misuse
of computer systems, as reflected in early legislation like the U.S. Computer Fraud and Abuse Act of
1986. However, over time, scholars and institutions have adopted a more comprehensive view,
recognizing the wide spectrum of crimes that exploit digital technologies. Phillips et al. (2022)
infroduced the distinction between “computer-focused” and “computer-assisted” crimes, a
framework later echoed in policy classifications by the UNODC. The UNODC identifies cybercrime as
encompassing both cyber-dependent offenses—such as hacking, malware deployment, and
system interference—and cyber-enabled offenses, like identity theft and online fraud, which pre-
exist in analog form but are amplified in digital contexts. The Council of Europe’s Budapest
Convention remains the foundational international treaty governing cybercrime, setting out
categories such as illegal access, data interference, and content-related offenses, while promoting
international cooperation for cross-border enforcement. Although widely ratified, the Convention
has also faced criticism for its limited adaptability to emerging technologies like ransomware-as-a-
service, deepfakes, and botnets (Wells et al., 2016). National legal systems have mirrored these
definitional trends. For example, the UK's Computer Misuse Act 1990 and the European Union's
Directive 2013/40/EU align with the Convention but introduce localized interpretations and
enforcement mechanisms. The growing sophistication of cyberattacks has prompted legal scholars
to argue for more fluid definitions that account for multi-vector threats and the convergence of
cybercrime with cyberwarfare (Holf et al., 2019). As the cyber domain evolves, legal systems grapple
with preserving the definitional precision necessary for enforcement while accommodating the
increasing diversity of digital offenses.

Figure 3: ramework Linking Cybercrime Classifications to Contractual Liability
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Cybercrime-induced harm frequently triggers both tort and confract law doctrines, revealing the
conceptual and legal entanglement between these fields. Tort law fraditionally governs civil wrongs
that cause injury or loss, such as negligence or frespass, while confract low focuses on the
enforcement of agreements and promises between parties. However, in practice, especially in
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digital business ecosystems, these domains often converge when data breaches, unauthorized
access, or operational disruptions result in economic loss (Bossong & Wagner, 2017). Legal scholars
like Richards and Eboibi (2021) note that plaintiffs offen pursue dual claims—arguing both breach of
contract and negligence—particularly when cyber incidents result from poor cybersecurity
governance. The core issue lies in determining whether the injured party’s expectations arise from
an express contractual obligation or an implicit duty of care. Judicial interpretations increasingly
recognize that contractual and tortious duties can coexist. In Patco Construction Co. v. People's
United Bank, the court acknowledged the bank’s failure to apply reasonable security measures,
framing liability under both breach of contract and fiduciary negligence. In civil law jurisdictions,
doctrines such as culpa in confrahendo or obligations under delictual liability allow courts to impose
fort-based compensation even where no explicit contract governs the relationship. Meanwhile,
regulatory developments—such as GDPR's Article 82, which establishes a right to compensation for
material or non-material damage—further blur the line between contract and fort by allowing third
parties affected by a data breach to claim damages irrespective of direct contractual ties (Ramirez
& Choucri, 2016). The overlap also raises complex issues regarding causation, duty, foreseeability,
and limitation of liability. Courts are increasingly asked to evaluate whether cybersecurity failures are
a breach of implied contractual warranties or a failure to meet the duty of reasonable care. This
dual-framework legal landscape enables more flexible remedies but complicates liability
assessments, often requiring multidisciplinary evidence involving law, technology, and insurance
models (Bossong & Wagner, 2018).
Legal scholars have recognized that certain classes of cyberincidents are particularly likely to trigger
contractual liability. These include ransomware attacks, phishing schemes, denial-of-service (DoS)
disruptions, and insider data theft. Each of these vectors can prevent one or both parties from
performing their confractual obligatfions, especially in fechnology-driven or service-based
agreements. For instance, ransomware attacks have shut down hospital networks, cloud service
platforms, and financial systems, rendering performance impossible and raising questions about
breach, frustration, or force majeure. Arising from the NotPetya cyberattack, contractual disputes
centered around whether such incidents fell under war exclusions or insurable business interruption
events, illustrating the complexity of classifying cyber events for contractual enforcement
(Karagiannopoulos & Karagiannopoulos, 2018). Denial-of-service attacks, by disrupting access and
service delivery, frequently lead to claims in cloud and telecom contracts where uptime and
availability are core performance terms. Similarly, phishing attacks resulting in credential theft or
fraud can implicate both the security obligations and the breach nofification clauses within service
agreements. Malware infections and unauthorized access to proprietary systems may violate
confidentiality agreements, data processing contracts, and service level agreements. These
classifications are not merely descriptive; they affect the legal framing of liability, foreseeability, and
the triggering of indemnity clauses. Efforts by regulatory and standards organizations to standardize
incident typologies have helped improve legal clarity. The National Institute of Standards and
Technology provides a widely adopted cybersecurity incident taxonomy that includes threat actor
type, attack vector, and impact. European frameworks from ENISA similarly support classification,
making it easier to map incidents to specific contractual failures. These typologies are now frequently
embedded in digital confracts to define breach events, incident response protocols, and
notification timelines. Thus, the classification of cyber incidents plays a decisive role in shaping liability
and judicial remedies in cybercontractual disputes (Gupta & Srinivasan, 2023).
International organizations have played a vital role in establishing definitional clarity for cybercrime,
offering guidance that national courts and confract drafters increasingly rely upon. The United
Nations Office on Drugs and Crime provides one of the most widely referenced frameworks,
distinguishing cyber-dependent crimes (e.g., malware distribution, system interference) from cyber-
enabled crimes (e.g., online fraud, cyberstalking). These definitions serve not only as guidance for
criminal enforcement but also for assessing whether digital breaches constitute breaches of
contract, especially when referenced within cross-border agreements (Biju & Thomas, 2023). The
Council of Europe’s Budapest Convention laid the groundwork for binding international standards,
defining offenses like illegal access, data and system interference, and content-related infractions.
Its influence extends across jurisdictions and is incorporated intfo national laws in the European Union,
North America, and Asia-Pacific, thereby indirectly influencing contractual language on cyber risk.
Legal scholars argue that embedding Budapest definitions intfo contract clauses improves legal
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certainty and aids in enforcement of cross-border disputes . Meanwhile, the National Instfitute of
Standards and Technology (NIST) has become the de facto source for defining fechnical standards
used in confracts. Frameworks like NIST SP 800-53 and the NIST Cybersecurity Framework offer
comprehensive control families—access control, system integrity, audit mechanisms—that are now
routinely incorporated into confractual obligations, particularly in government, healthcare, and
fintech sectors (Bergamasco et al., 2020). These definitions not only establish benchmarks for
“reasonable security” but also help courts determine whether a party exercised due diligence or
breached an implied duty. In sum, foundational definitions by UNODC, Council of Europe, and NIST
are no longer merely policy artifacts; they are operational tools that shape contractual language,
inform judicial interpretation, and influence liability assignment in the increasingly interconnected
realm of digital commercial law (Krone et al., 2020).
Jurisdictional Complexity and Transnational Enforcement Challenges
Attribution remains one of the most formidable challenges in the prosecution of cybercrime, primarily
due to the anonymous and distributed nature of cyberattacks and the legal limitations of national
sovereignty. The technical complexity of cyber atiribution often involves tracing obfuscated IP
addresses, compromised third-party systems, and routing through multiple jurisdictions, making it
difficult to identify and apprehend perpetrators with legal certainty. The sovereignty of digital
territories—rooted in the Westphalian model—clashes with the inherently borderless architecture of
cyberspace, resulting in gaps in jurisdiction and enforcement authority (Elliott, 2017). Moreover, states
often lack the legal infrastructure or political will to investigate crimes emanating from within their
borders, especially when the perpetrators are state-sponsored or politically aligned actors. Legal
scholars highlight that even when attribution is technologically feasible, political and legal
considerations offen impede prosecution. For example, differing standards of evidence and due
process between common law and civil law systems complicate cross-border cyber prosecutions.
Furthermore, some jurisdictions act as “safe havens” for cybercriminals, refusing to extradite suspects
or provide actionable inteligence due to lack of treaties or political alignment (Chertoff & Simon,
2015; De Busser, 2009). The issue of jurisdictional overreach also arises, as seen in U.S. enforcement
aftempts against foreign nationals for cybercrimes that minimally touch American infrastructure,
raising concerns over digital imperialism and conflict of law (Razmetaeva et al.,, 2021). Consequently,
the prosecution of fransnational cybercrime is not merely a technical issue but a legal and
diplomatic dilemma. The complexities surrounding attribution and sovereignty create a gray zone
where perpetrators often operate with impunity, and victims have limited legal recourse, particularly
in confractual disputes that span borders and legal systems (Bisschop, 2015).
Cross-border contracts exposed to cyberattacks are often entangled in conflict-of-law issues,
complicating the assignment of liability, choice of forum, and applicable legal standards. The global
nafure of cyber threats means that data breaches or service interruptions can affect parties in
multiple countries simultaneously, leading fo disputes about which jurisdiction’s laws govern the
contractual relationship (Petersen-Periman et al., 2017). Traditional confract law mechanisms such
as choice-of-law clauses, jurisdiction clauses, and arbitration agreements are often inadequate in
addressing cyber-specific events, especially when third-party actors or state-sponsored attackers
are involved. Legal scholars point out that while parties may include governing law clauses, courts
may override them if they are deemed conftrary to public policy or if the cyber incident affects
fundamental rights, such as personal data protection under GDPR. Moreover, mulfi-party cloud
computing arrangements—where data storage, processing, and access occur in different legal
territories—complicate the mapping of jurisdictional authority (Vince & Hardesty, 2017). For instance,
if a European data subject’s personal data is processed by a U.S. vendor and compromised by an
atftacker operating from Asia, multiple national laws may simultaneously assert jurisdiction. In Yahoo!
Data Breach Litigation, plaintiffs across several U.S. states and international jurisdictions sued under
varying state laws, revealing the procedural chaos that ensues when cyber breaches transcend
borders. Courts must navigate contractual doctrines, local data protection rules, and international
human rights frameworks, often without harmonized legal principles to guide resolution (Lister et al.,
2015). The legal fragmentation not only increases litigation costs but also creates uncertainty about
liability allocation and available remedies. Thus, the conflict-of-law conundrum in cybercontractual
contexts remains one of the most pressing legal gaps in global digital commerce.
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Figure 4: Jurisdictional Complexity and Transnational Enforcement Challenges
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Efforts to bridge the enforcement gap in transnational cybercrime have led to the establishment of
Mutual Legal Assistance Treaties (MLATs) and multilateral frameworks such as the Budapest
Convention. MLATs serve as bilateral or multilateral agreements that facilitate evidence sharing,
extradition, and law enforcement cooperation. However, they are often criticized for being
bureaucratic, time-consuming, and outdated relative to the rapid nature of cybercrime
investigations. Delays in processing MLAT requests—often exceeding six months—render them
ineffective in situations where real-fime intervention is critical (Enriques, 2015). The Budapest
Convention is the most significant international freaty addressing cybercrime. It sets minimum
standards for criminalizing offenses like illegal access, data interference, and system sabotage, and
provides a mechanism for international cooperation. Although widely adopted by EU countries, the
U.S., and others, the Convention has notable absences—countries like China, Russia, and India are
non-signatories, weakening its global coverage and enforcement capabilities. Furthermore, critics
argue that the Convention inadequately addresses emerging threats like ransomware-as-a-service
or geopolitical cyberwarfare and fails to infegrate newer data sovereignty principles (Katsanevakis
et al., 2015). The UN’s open-ended working group (OEWG) and ad hoc cybercrime committee have
been proposed as more inclusive platforms to develop global norms, but progress remains slow and
politically contested. In the absence of uniform standards, regional agreements like the EU
Cybersecurity Act and ASEAN's Digital Data Governance Framework have emerged to plug legal
gaps, albeit with limited extraterritorial reach (Caviglione et al., 2017).

Judicial freatment of cross-border cyber incidents provides crucial insight into the operational
challenges of attribution, jurisdiction, and legal remedies. The Yahoo! Data Breach Litigation (2017)
involved multiple class-action lawsuits following breaches between 2013 and 2016, affecting over
three billion user accounts globally (Dupont, 2017). Plaintiffs across several U.S. states and
international jurisdictions claimed breach of confract, negligence, and consumer protection
violations (Hassan et al., 2019). The legal proceedings underscored significant complexities, including
variations in state laws, extraterritorial application of data protection statutes, and difficulties in
defining the scope of damage. Ultimately, Yahoo agreed to a $117.5 million settlement, one of the
largest in data breach history, but the litigation exposed the absence of standardized legal
pathways for multinational victims. Another critical precedent is United States, which tested the limifs
of extraterritorial jurisdiction. Ivanov, a Russian hacker, was charged with gaining unauthorized
access to U.S. companies’ networks while residing in Russia. Although apprehended in a sting
operation in the Maldives, his prosecution in a U.S. court raised fundamental questions about digital
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sovereignty, jurisdictional reach, and fairness in enforcement (Allen et al., 2019). The case reinforced
the notion that cyber activity targeting U.S. infrastructure can fall under U.S. jurisdiction, even when
the actor is outside the country—a legal doctrine with significant implications for global digital
commerce and confracting. Both cases exemplify how courts navigate a matrix of domestic and
international law, evidence collection barriers, and normative inconsistencies. They also highlight the
strategic importance of well-drafted contracts that anticipate legal risks in multiple jurisdictions.
Without such foresight, legal outcomes remain unpredictable, particularly where attribution is murky,
and sovereignty claims clash. These precedents reinforce the argument that national and
international legal architectures must evolve to meet the demands of a hyperconnected world (De
Santo, 2018).
Contract Law Principles and Doctrinal Adaptations to Cyber Threats
The application of force majeure and frustration of purpose doctrines to cyber-induced confract
breaches presents a growing area of doctrinal evolution. Traditionally invoked during natural
disasters, wars, or acts of God, force majeure clauses relieve contracting parties from liability for
performance failures beyond their control. With the increasing frequency of cyberattacks—
particularly ransomware, distributed denial-of-service (DDoS) attacks, and supply chain intrusions—
litigants and courts are debating whether such incidents qualify as force majeure events (Inshakova
et al., 2020). While some courts have narrowly interpreted these clauses, others have accepted
cyber incidents as triggering events when expressly included in the contract’s language. For
instance, post-NotPetya litigation such as Mondelez International v. Zurich Insurance revealed
significant ambiguity about whether cyber events attributable to state actors could be classified
under war exclusions or force majeure, raising questions about risk allocation. Frustration of purpose,
a related common law docftrine, occurs when unforeseen circumstances undermine the confract’s
fundamental objective, rendering performance meaningless (Agnikhofram & Kouroutakis, 2018). This
doctrine has gained relevance in the aftermath of severe cyberattacks that destroy data, cripple
systems, or interrupt operations at scale. Legal scholars emphasize that to successfully invoke
frustration, the impacted party must prove that the cyber event was unforeseeable, occurred
without fault, and radically altered the contract’s foundation. However, courts often reject these
claims if parties failed to include cyber-specific risk management clauses or demonstrate proactive
cybersecurity practices. In light of this, legal practitioners advocate for more robust drafting of force
majeure and frustration clauses that explicitly reference cyber threats, thereby ensuring that liability
allocation aligns with contemporary technological risks (Agnikhotram & Kouroutakis, 2018).
Foreseeability, standard of care, and proximate cause are core contfract docfrines being
reinterpreted through the lens of cybersecurity failures. Courts assess foreseeability to determine
whether a cyber event—such as a data breach or system shutdown—could have reasonably been
anficipated by a contracting party, especially in sectors with heightened risk awareness like finance,
healthcare, and cloud computing. The legal threshold for foreseeability has been evolving;
previously considered unforeseeable, cyberattacks are now often deemed a foreseeable
operational hazard due to widespread incidents and published industry standards. Consequently,
failure to implement adequate preventive controls can amount to breach of duty or negligent
misrepresentation. The standard of care in cybersecurity contexts is increasingly benchmarked
against regulatory and technical frameworks such as the NIST Cybersecurity Framework or ISO/IEC
27001, which serve as indicators of reasonable diligence (Unsworth, 2019). Courts examine whether
parties adhered to these standards when evaluating liability. In Patco Construction Co. v. People's
United Bank (2012), the court found that the bank’s failure to implement stronger multifactor
authentication—despite known phishing threats—fell below industry standards, resulting in liability
under both contract and negligence claims. Similarly, proximate cause analysis focuses on whether
the breach was a direct consequence of the defendant’s actions or omissions. Scholars argue that
in cyber contexts, determining causation is complicated by multi-vector attacks and third-party
involvement, yet courts increasingly accept causality based on logical proximity and contfractual
duties. These interpretive shiffs demonstrate an emerging judicial expectation that confracting
parties assess cyber risks with professional vigilance and embed industry-aligned safeguards. Failing
to do so may not only void contractual defenses but also expand exposure to tort and statutory
liabilities (Giancaspro, 2017).
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Figure 5: Contract Law Adaptations to Cybersecurity Threats
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Role of Cybersecurity Clauses in Contract Drafting

The proliferation of cybersecurity clauses in modern digital contracts is a direct response to the rising
incidence of cyberattacks and regulatory pressure to ensure data security. As cloud computing,
outsourcing, and digital service agreements become standard, organizations increasingly integrate
specific contractual obligations around information security, breach notfification, and access control
(Teperdijian, 2020). These so-called "cyber clauses" aim to operationalize risk management through
enforceable legal language. The evolution of these clauses reflects a broader shift from generalized
terms of service to tailored provisions addressing ransomware resilience, encryption requirements,
and mulfi-factor authenticatfion (Tschider, 2022). Cloud service agreements, in partficular, have
catalyzed the normalization of cybersecurity obligations. Providers such as Amazon Web Services
(AWS), Microsoft Azure, and Google Cloud Platform embed detailed clauses on shared responsibility
models, data encryption, and incident response protocols (Kuerbis & Badiei, 2017). Outsourcing
confracts now commonly require vendors fo adhere to minimum security baselines, perform periodic
risk assessments, and participate in coordinated incident response drills. In the financial services
sector, regulatory guidance such as the EBA Outsourcing Guidelines and the FFIEC IT Handbook
recommend embedding cyber controls in third-party service contracts. Legal scholarship
acknowledges that while the development of these clauses has improved fransparency and risk-
sharing, their enforceability still hinges on the clarity of definitions, scope, and measurement criteria
(Wylde et al., 2022). Thus, the rise of cybersecurity clauses marks a crifical doctrinal advancement in
embedding fechnological diigence into contractual frameworks. Cybersecurity clauses can
broadly be categorized into two structural types: prescriptive and descriptive. Prescriptive clauses
explicitly detail technical requirements and obligations, such as “vendor shall implement ISO/IEC
27001-compliant access controls” or “data shall be encrypted using AES-256 standards.” These
clauses are enforceable, measurable, and align with industry-specific regulations. In contrast,
descriptive clauses use generalized language, stafing that parties will use “best efforts,” “reasonable
care,” or “commercially reasonable security practices.” Although they offer contractual flexibility,
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descriptive terms often lead to ambiguity and litigation, particularly when defining breach triggers
or evaluating reasonableness (Okey et al., 2023).
The legal challenge lies in balancing enforceability with adaptability. Prescriptive clauses ensure
compliance and clarity but may become obsolete as threats and technologies evolve. Descriptive
clauses, while future-proof, may fail to offer sufficient protection or legal certainty (Koolen et al,,
2024). For instance, the court found that vague language in the bank’s cybersecurity commitments
was insufficient to protect against foreseeable fraud, establishing the importance of specificity in
cyber-related obligations. Legal scholars argue that a hybrid model—combining descriptive
language with appendices referencing updated standards like NIST or CIS Controls—offers a
pragmatic solution (Shahid & Debar, 2021). Furthermore, regulatory frameworks such as the General
Data Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA) influence the
drafting of both clause types by mandating technical and organizational safeguards without
prescribing exact fechnologies. This legal trend encourages confractual provisions that are both
flexible and auditable (Schlaft et al., 2023). Therefore, cyber clause drafting strategies increasingly
reflect a tension between legal predictability and operational dynamism, necessitating precise
language aligned with evolving threat landscapes.

Figure é: Structural Components of Cybersecurity Clauses in Digital Contract Drafting
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Key legal mechanisms such as indemnity, limitation of liability, and audit rights have become
essential components of cybersecurity clauses in fechnology confracts. Indemnity clauses shift the
financial burden of breaches or regulatory violations from one party to another, typically requiring
vendors to compensate clients for losses arising from their security failures. These clauses often include
coverage for regulatory fines, notification costs, litigation expenses, and reputational damages,
making them crucial in high-risk sectors like healthcare and finance. The scope of indemnity is
frequently contested in court, particularly when the cause of a breach is unclear or multifactorial
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(Turk et al., 2022). Limitation of liability clauses cap the financial exposure of a party in the event of a
breach, often referencing confract value, insurance coverage, or predefined thresholds. However,
courts may invalidate such clauses if they conflict with public policy or fail to meet statutory
obligations). In cyber incidents, especially involving personal data or critical infrastructure, courts
scrutinize these limitations closely. Legal scholars highlight that generic caps may be insufficient and
that carve-outs should be negotiated for gross negligence or regulatory violations (Takahashi &
Kadobayashi, 2015). Audit rights clauses enable contractual verification of cybersecurity
compliance. These clauses grant one party the right to inspect the other’s security controls,
certifications, and incident logs, either directly or through third-party assessments (Christou, 2016). In
the cloud services sector, where data conftrollers delegate processing to vendors, auditf rights are
mandated under GDPR’s Arficle 28 and reflected in standard contractual clauses. These rights are
vital for due diligence and risk monitoring but often raise tensions over confidentiality and
operational disruption. As litigation over cyber breaches increases, these three contractual levers—
indemnity, liability caps, and audit rights—define the financial and compliance posture of digital
agreements.
Embedding recognized cybersecurity standards into contracts is an increasingly common practice
aimed at reducing ambiguity and aligning legal obligations with technical best practices. ISO/IEC
27001, the globally recognized standard for information security management systems (ISMS), is
frequently cited in cyber clauses to define required controls and risk management protocols (Weiss
& Jankauskas, 2019). Organizations adopting this standard can demonstrate systematic approaches
to identifying and mitigating cyber risks, and its inclusion in contracts signals a shared understanding
of baseline expectations. Similarly, the NIST Cybersecurity Framework (CSF), which outlines core
functions like identify, protect, detect, respond, and recover, is often referenced in U.S.-based
service agreements, particularly within the public sector (Gale et al., 2022). Incorporating these
standards not only strengthens legal enforceability but also assists in breach determination and
remediation assessments. For example, contracts that incorporate NIST or ISO language allow courts
or arbitrators to evaluate compliance obijectively, thereby reducing reliance on subjective
interpretations of “reasonable security”. Regulatory bodies, such as the U.S. Federal Trade
Commission (FTC) and the European Data Protection Board (EDPB), also endorse these frameworks
as evidence of due diligence, further encouraging their contractual adoption (Tarter, 2017). Sector-
specific standards add another layer of precision. In healthcare, HIPAA's Security Rule mandates
contractual safeguards through Business Associate Agreements (BAAs), while in finance, the Gramm-
Leach-Bliley Act (GLBA) and PCI-DSS requirements define minimum expectations for data
confidentiality and payment security (Gcaza et al., 2017). Legal scholars argue that aligning
confract clauses with these standards creates a harmonized framework of technical, legal, and
regulatory expectations that simplifies dispute resolution and enhances resilience. Therefore, the
integration of internationally and sectorally recognized standards info confract drafting is not only a
best practice but a vital legal safeguard against uncertainty and liability (Nawari & Ravindran, 2019).
Third-Party Risk and Contractual Chains in Digital Ecosystems
In the contemporary digital ecosystem, third-party vendors and subcontractors often act as conduits
for critical IT services, thereby becoming key vectors for cybersecurity breaches. Their increasing
integration into core business operations has introduced significant legal and operational risk for
primary contracting entities . Numerous high-profile cyber incidents—such as the 2013 Target breach
and the 2020 SolarWinds supply chain attack—demonstrate how vulnerabilities in third-party systems
can result in downstream data exposure and financial liability for organizations (Das, 2023). Legal
scholars emphasize that these incidents expose a systemic challenge: most cybersecurity legal
frameworks and confract clauses were not originally designed to manage multi-entity digital supply
chains. In legal terms, a third-party vendor’s failure to secure data or maintain system integrity may
constitute a breach of both direct and implied duties. While direct liability can be assigned if explicit
cybersecurity terms are included in the vendor's agreement, many confracts fail to include
comprehensive language covering breach response, data handling, or ongoing monitoring. Courts
have held that contractors can be indirectly liable for breaches under doctrines of negligent
enfrustment or agency, particularly when the outsourcing entity failed to perform due diligence
(Urciuoli & Hintsa, 2021). Regulatory frameworks such as the GDPR and HIPAA impose explicit
requirements on data controllers to supervise and audit data processors, reinforcing the necessity of
drafting detailed cyber obligations for all subcontractors (Parella, 2021). Therefore, vendor and
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subcontractor exposure is not only a technological concern but a legally significant liability risk that
must be contractually antficipated and managed.
The doctrine of privity—which stipulates that only parties to a confract can enforce its terms—creates
a fundamental challenge in multi-party digital service environments. As IT ecosystems increasingly
involve layered providers (e.g., primary vendors, subcontractors, Saas integrators), breaches may
originate with an entity that has no direct legal relationship (privity) with the end-user or the data
subject, thus complicating liability and enforcement. In complex contracting chains, primary entities
may be held responsible for breaches caused by third parties due to their failure to implement proper
controls orimpose sufficient obligations on those entities (Song, 2019). Legal scholars note that privity
challenges are particularly acute in cloud computing and managed service environments, where
multiple providers may be involved in delivering a single digital function. For instance, an enterprise
may confract with a systems integrator who then subcontracts hosting, cybersecurity monitoring,
and data analytics to separate entities. When a breach occurs, victims often face difficulties in
identifying the culpable party and enforcing confractual remedies due fo the lack of direct
confractual fies. In some jurisdictions, courts have shown wilingness to “pierce the privity veil” by
recognizing third-party beneficiary claims or expanding the scope of implied warranties and tort-
based claims to accommodate the redlities of digital commerce (Wilson et al., 2022). Practical legal
responses have included the use of flow-down provisions and pass-through liability clauses that
extend primary obligations to subcontractors, thereby aligning their legal responsibilities with those
of the primary contracting party. Despite these innovations, enforcement remains uneven due to
jurisdictional differences and the absence of harmonized digital supply chain governance
standards. Thus, the privity problem continues to pose a barrier to robust legal accountability in multi-
party digital service agreements (Bakhtadze & Suleykin, 2021).

Figure 7: Legal Dimensions of Third-Party Risk and Contractual Chains in Digital Ecosystems
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The SolarWinds and Marriott/Starwood data breaches are emblematic of third-party risk materializing
info contractual, regulatory, and reputational crises. The SolarWinds attack, disclosed in December
2020, involved the compromise of the Orion software platform used by thousands of global clients,
including U.S. government agencies and Fortune 500 companies. Attackers infiltrated the vendor’s
supply chain and inserted malware into routine software updates, exposing client systems to
prolonged surveillance. Legal analysis of the breach focused on whether SolarWinds had met its
contractual and regulatory obligations for secure coding and vulnerability management. Customers
affected by the breach had limited direct recourse due to the presence of broad limitation of liability
clauses and lack of robust third-party security assurances in their agreements (lvanov et al., 2022).
The Marrioft/Starwood breach, which compromised over 300 million guest records, stemmed from
vulnerabilities in the legacy systems of Starwood Hotels acquired by Marriott. The breach began
years before the acquisition and remained undetected until 2018, raising legal issues related to post-
merger IT due diligence and inherited contfractual obligations . Regulatory bodies, including the UK's
ICO, imposed substantial fines, citing Marriott’s failure to implement adequate post-acquisition
cybersecurity assessments—a contractual and compliance failing. In both cases, end customers had
little visibility into the chain of vendors and subcontractors, amplifying the impact of legal gaps in the
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confracts governing data stewardship (Dos Santos et al., 2021). These case studies highlight a
systemic failure in addressing third-party cybersecurity in confract design, due diligence, and
incident response. Scholars and practitioners advocate for more granular vendor assessments, the
mandatory inclusion of cyber performance obligations, and the use of contractual audit rights to
bridge the accountability gap (Vitunskaite et al., 2019). The lessons from SolarWinds and Marriott
point to an urgent need for contract law to better align with cybersecurity risk across distributed
service chains.
Cyber Insurance as a Contractual Risk Mitigation Strategy
Cyber insurance has emerged as a vital contractual tool for risk mitigation in an era marked by
escalating digital threats and rising breach costs. Initially bundled into general liability policies, cyber
insurance has matured into a distinct line of coverage with tailored offerings addressing data breach
response, regulatory fines, business interruption, and extortion threats like ransomware (Zhang & Zhu,
2019). The expansion of this market has been driven by high-profile incidents and evolving regulatory
landscapes, notably the GDPR and CCPA, which impose significant financial penalties for data
protection failures. Insurers now segment products based on client size, industry risk profile, and
technological complexity. Specialized policies are offered for healthcare, financial services, retail,
and manufacturing sectors, each featuring different underwriting standards and incident response
requirements. Additionally, insurers often require applicants to complete cybersecurity assessments—
evaluating factors such as encryption protocols, access controls, and backup strategies—before
quoting terms. As Osborn and Simpson (2018) note, this has incentivized better cyber hygiene across
enterprises, thereby indirectly influencing contractual obligations with vendors and clients. Despite
this growth, the cyber insurance market remains in flux. Coverage gaps, pricing volatility, and lack
of actuarial data challenge product standardization and market predictability. Legal scholars warn
that while cyber insurance mitigates financial fallout, it should not be perceived as a substitute for
robust contractual safeguards or operational conftrols (Vitunskaite et al., 2019). The market's rapid
evolution necessitates continuous adaptation by legal counsel to align coverage terms with
contractual obligations and cybersecurity realities.

Figure 8: Cyber Insurance as a Strategic Contractual Safeguard Against Digital Risk
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A growing body of legal scholarship scrutinizes the limitations embedded in cyber insurance policies,
particularly policy exclusions, aggregation limits, and the phenomenon of “silent cyber” coverage.
Exclusion clauses often embedded in war risk, infrastructure failure, or internal error provisions—have
increasingly become focal points in litigation and confract disputes (Dambra et al., 2020). The
NotPetya malware attacks brought these issues to prominence, as insurers debated whether the
attack constituted an act of cyberwarfare and thus friggered war exclusions in policies . Aggregation
limits, which cap total coverage across multiple claims or events, pose another challenge. In
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complex breaches involving multiple systems, subsidiaries, or geographical areas, claimants often
discover that payouts fall below actual losses due to aggregation caps or sublimits tied to specific
coverage sections. This limitation becomes particularly contentious in class-action litigation or multi-
jurisdictional enforcement, where damages accumulate across regulatory penalties, customer
compensation, and operational recovery (Kure et al., 2018). “Silent cyber” refers to the unintentional
cyber exposure embedded in non-cyber policies such as property, liability, or business interruption
insurance. Legal scholars highlight that such latent risk—unaccounted for in underwriting or excluded
post hoc by insurers—creates significant uncertainty in coverage expectations . As a result, many
insurers have begun to issue endorsements explicitly excluding or defining cyber-related events,
thereby clarifying intent and limiting liability. These legal developments underscore the importance
of integrating clear coverage language and clause cross-referencing into contracts. Contracts that
ambiguously defer cyber risk to insurance without reviewing the underlying policy language are
vulnerable to disputes and litigation (Topping et al., 2021). Thus, legal scholars advocate for
harmonized policy language, clearer risk classification, and deeper confractual alignment between
insurance and service obligations.
Cyber insurance is intricately tied to commercial confract structures, particularly in how risk is
fransferred, shared, or limited. Increasingly, contracts between businesses—especially in T
outsourcing, cloud services, and digital infrastructure—require parties to maintain specific levels of
cyber insurance as a prerequisite for engagement (Admass et al., 2024). These insurance clauses
serve as a form of financial assurance, complementing indemnity and limitation-of-liability provisions
and enhancing contractual enforceability in the event of a breach. Scholars note that policy
alignment with contractual terms is essential. For example, if a confract requires a vendor to carry
cyber insurance for “unauthorized access and data exfiltration,” but the policy only covers external
hacking and excludes insider threats, a misalignment arises that can render the coverage ineffective
(Woods et al., 2017). Additionally, courts increasingly examine whether insured parties have
complied with confractual obligations—such as incident reporting, audit rights, or patch
management—when determining policy payout eligibility. Legal scholarship also highlights that
cyber insurance influences the behavior of both insurers and insured entities. Underwriting practices
may mandate contractual clauses such as breach notification windows, force majeure exclusions,
and service-level requirements that align with policy conditions (Eling, 2020). The interplay can also
be seen in subcontracting environments, where upstream contracts require downstream vendors to
maintain "back-to-back" insurance coverage and prove it via certificates or declarations (Wang,
2019). Ultimately, cyber insurance operates not in isolafion but as an integrated contractual
component. Poor drafting or mismatched expectations can expose parties to double jeopardy—
contractual liability without insurance coverage—or, conversely, disputes over subrogation rights
and coverage hierarchy. Hence, legal scholars call for synchronized contract and insurance drafting
fo ensure seamless risk fransference (Feng et al., 2018).
Data Protection Regulations and Contractual Obligations
Global data protection regulations such as the General Data Protection Regulation (GDPR), the
California Consumer Privacy Act (CCPA), and the Health Insurance Portability and Accountability
Act (HIPAA) have infroduced extensive confractual obligations into business practices involving
personal data. These laws mandate that organizations define, document, and enforce clear
responsibilities for data handling in their contracts, especially when processing is outsourced or
shared with third parties (Osborn & Simpson, 2018). The GDPR, in particular, requires controllers and
processors to formalize their roles through contracts under Article 28, establishing obligations for data
security, breach notification, and data subject rights. Similarly, HIPAA mandates Business Associate
Agreements (BAAs) that mirror regulatory safeguards between covered entities and service
providers handling protected health information. Under these frameworks, contracts have become
the operational instfruments through which legal compliance is implemented. Organizations failing
to incorporate regulatory standards into their contracts may face not only administrative penalties
but also private lawsuits and reputational damage. The CCPA has extended this paradigm by
requiring service providers and third parties to commit in writing to specific data use limitations and
non-sale assurances to avoid friggering “sale of data” classifications under the statute (Tikkinen-Piri
et al., 2018). Confracts also serve as the primary method for transferring regulatory risk across
jurisdictions, requiring alignment with local laws such as Brazil's LGPD, Canada’s PIPEDA, or India’s
DPDP Act. As such, data protection frameworks have moved beyond regulatory compliance into
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the heart of contractual governance, fundamentally reshaping how legal risk is managed in digital
transactions.
One of the most significant transformations brought about by modern data protection laws is the
establishnment of private rights of action and enhanced enforcement powers, which carry direct
contractual consequences. Under the GDPR, individuals can seek judicial remedies and
compensation under Articles 77-82, allowing data subjects to pursue claims for both material and
non-material damages resulting from breaches of their rights (Hoofnagle et al., 2019). These legal
entitlements have triggered a surge in data breach class actions, with contractual liability often
accompanying statutory claims when processors or controllers are found in breach of specific terms.
In the United States, while HIPAA lacks a private right of action, plainfiffs have pursued breach of
confract and negligence claims when healthcare providers failed to comply with HIPAA-aligned
contractual duties. The CCPA, on the other hand, grants a limited private right of action for data
breaches stemming from inadequate security, mofivating companies to strengthen cybersecurity
warranties and include specific damage limitation language in service agreements (Voigt & Von
dem Bussche, 2017). Regulatory bodies have also taken an increasingly aggressive stance on
enforcement. For example, the UK Information Commissioner’s Office (ICO), France’s CNIL, and
Germany'’s BfDI have issued substantial fines for violations of data processing rules and inadequate
vendor governance. These developments pressure organizations to embed defensible cybersecurity
and privacy practices into their contracts. Legal scholars emphasize that indemnity clauses, audit
rights, and joint liability provisions are now essential to manage potential statutory breaches and
downstream litigation risks. Contracts, therefore, act not only as instruments of risk allocation but also
as evidentiary fools for demonstrating regulatory compliance, due diligence, and dispute readiness
in privacy enforcement landscapes (Wachter & Mittelstadt, 2019).

Figure 9: Data Protection Regulations and Contractual Compliance Mechanism
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Data Processing Agreements (DPAs) and Standard Contractual Clauses (SCCs) have become core
components of international data transfer mechanisms and contractual compliance under global
data protection regimes. The GDPR mandates DPAs under Article 28, requiring data controllers to
ensure that processors implement appropriate security measures and process data strictly under
contractual instructions (De Hert & Papakonstantinou, 2016). These agreements must include terms
on confidentiality, breach notification, sub-processing approvals, and data return or destruction,
aligning with accountability and transparency principles. SCCs, standardized by the European
Commission, serve as legal safeguards for cross-border data transfers to jurisdictions lacking
adequate protection under Article 45 of the GDPR. After the invalidation of the EU-U.S. Privacy Shield
in Schrems Il (2020), SCCs became the dominant data export mechanism. However, the European
Court of Justice (CJEU) emphasized that SCCs must be supplemented with technical and
organizational safeguards to address surveillance risks in third countries. As a result, contracts
involving international data fransfers now routinely include encryption, pseudonymization, and audit
requirements aligned with NIST and ISO standards. From a legal drafting perspective, DPAs and SCCs
demand heightened scrutiny and negotiation. Scholars argue that boilerplate clauses are
insufficient to meet post-Schrems Il obligations and that risk assessments—often embedded in
confractual annexes—must be documented and reviewable (Tankard, 2016). Furthermore,
regulators like the EDPB and CNIL have published guidance on supplementary measures and
confract modifications, making DPAs and SCCs living instruments of compliance. Thus, they are not
merely regulatory obligations but key contractual artifacts shaping global data governance (Finck,
2018).
Legal precedent has played a crucial role in reinforcing the contractual implicatfions of datfa
protection failures. The British Airways GDPR enforcement case is a landmark in this regard. In 2018,
a cyberattack exploiting BA's poor security controls led to the exposure of over 400,000 customers’
data. The ICO levied a £20 million fine, citing inadequate protections such as poor authentication
and delayed breach reporting. The investigation revealed that BA's contracts with vendors lacked
enforceable cybersecurity requirements, directly implicafing its governance and confractual
management structure (Makhdoom et al., 2020). The Schrems Il decision by the CJEU in 2020
invalidated the EU-U.S. Privacy Shield framework due to concerns over U.S. government surveillance.
The court upheld the legality of SCCs but mandated robust supplementary measures and case-by-
case assessments, placing new obligations on organizations and their contfracts. This ruling disrupted
thousands of international contracts and necessitated amendments to standard agreements to
align with the EDPB’s guidelines. Companies now face the dual burden of legal and contfractual
compliance, where SCCs must reflect jurisdictional risk analysis and enforceability (Gesmann-Nuissl
& Meyer, 2022). In parallel, the Facebook/Meta litigation across the EU and U.S. has exposed flaws in
data-sharing contracts and raised concerns about user consent, cross-border transfer mechanisms,
and enforcement inconsistencies. The Irish DPC's draft order to halt Meta’s EU-U.S. transfers is rooted
in the inadequacy of SCCs without supplementary protections, challenging even well-resourced
firms to meet evolving compliance expectations (Truong et al., 2019). These cases exemplify how
regulatory enforcement and judicial interpretation now directly shape contractual obligations. Legal
scholars contend that organizations must treat privacy and cybersecurity confracts as dynamic
compliance tools—integrated with risk assessment, auditing, and regulatory change management
processes—to avoid liability and preserve legal defensibility (Wiseman et al., 2019).
METHOD
This systematic review adhered to the Preferred Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA) 2020 guidelines to ensure methodological transparency, reproducibility, and rigor
throughout the research process. The review commenced with the formulation of a focused
research question addressing the intersection of cybercrime, contractual liability, and legal risk
mitigation frameworks. Following the PRISMA approach, an a priori protocol was developed outlining
the inclusion criteria, exclusion criteria, search strategies, data extraction procedures, and synthesis
methods. The inclusion criteria were defined to capture peer-reviewed journal arficles, legal case
commentaries, international regulatory documents, and grey literature published between 2001 and
2024, focusing specifically on legal doctrines, contractual models, cyber liability insurance, and
judicial precedents related to cybercrime. Excluded materials comprised blog posts, editorials, non-
peer-reviewed essays, and sources unrelated to contractual obligations in cybersecurity contexts. A
comprehensive search strategy was employed across multiple electronic databases including
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Scopus, Web of Science, LexisNexis, Westlaw, SSRN, and Google Scholar. Keywords and Boolean
operators were carefully selected and iteratively refined to opfimize retrieval, using search strings
such as (“cybercrime” OR “cyber aftack” OR “data breach”) AND (“contractual liability” OR
“commercial contracts” OR “legal duty”) AND ("risk allocation” OR *“insurance” OR “regulatory
enforcement”). Additional manual searches were performed using backward and forward citation
tfracking of key articles to ensure coverage satfuration. After deduplication, records were
independently screened at the title and abstract level by two reviewers, followed by full-text eligibility
assessment based on the pre-defined criteria. Discrepancies in selection were resolved through
consensus discussions or consultation with a third reviewer. Data exfraction was conducted using a
structured coding sheet, capturing variables such as publication type, jurisdiction, regulatory focus,
confractual mechanism, judicial outcomes, and theoretical conftributions. Thematic synthesis was
applied to aggregate findings across heterogeneous study designs, allowing for conceptual
infegration of legal principles and emerging confractual practices. Risk of bias and quality
assessment were performed using modified appraisal checklists adapted for legal and
interdisciplinary literature. This methodological framework ensured that the resulting review delivers
a comprehensive, evidence-informed, and doctrinally grounded synthesis of how cybercrime is
addressed through contractual liability and legal enforcement mechanisms.
Role of Al in Data Lifecycle Management and Legal Accountability
Arfificial Intelligence (Al) has transformed the data lifecycle—from collection and storage to
processing and deletion—by enabling automation, pattern recognition, and predictive insights
(Jahan et al., 2022; Ara et al., 2022). However, as Al systems increasingly handle sensitive and
regulated data, legal scholars have raised concerns over accountability and contractual
obligations in case of breach or mishandling. According to Abdullah Al et al. (2022), Al-driven data
management platforms that automate decision-making without sufficient oversight risk violating
data protection statutes such as the GDPR, especially when the decision outcomes affect data
subjects’ rights. Contractually, such risks necessitate rethinking liability allocation. Parties deploying
Al systems are advised to incorporate performance warranties that explicitly reference algorithmic
transparency, auditability, and data integrity (Rahaman, 2022; Masud, 2022; Hossen & Atiqur, 2022).
The principle of foreseeability—central to contract law—is being reinterpreted in the context of Al
failures where data errors, biases, or security lapses are not only predictable but statistically probable
given known limitations in training data and model generalization (Sazzad & Islam, 2022; Shaiful et
al., 2022). As such, contract drafters must include provisions for traceability, error correction timelines,
and fallback mechanisms, particularly when Al fools are used in regulated sectors such as
healthcare, finance, or law enforcement (Akter & Razzak, 2022).
Al-powered analytics platforms are increasingly embedded in commercial operations, guiding
decisions on credit scoring, hiring, procurement, and compliance. These systems often operate
within the scope of service agreements or licensing contracts, raising questions about liability when
outcomes lead to harm or regulatory violations. Legal scholars argue that the use of Al systems
tfriggers implied duties of care, even when contracts do not explicitly address algorithmic behavior
(Qibria & Hossen, 2023; Maniruzzaman et al., 2023; Masud, Mohammad, & Hosne Ara, 2023). In
common law systems, courts have begun o recognize that confracting parties using Al owe a
standard of professional diligence, which includes validating the accuracy and ethical soundness of
algorithmic recommendations (Masud, Mohammad, & Sazzad, 2023; Hossen et al., 2023; Ariful et al.,
2023). Failures in such systems—such as biased outputs or data leakage—can constitute breach of
implied warranty or fiduciary duty, especially in contexts involving consumer protection or public
tfrust. Confracts are now expected to include clauses that define acceptable error rates, require
regular model audits, and allow for third-party review of Al-generated decisions (Shamima et al.,
2023; Alam et al., 2023; Rajesh, 2023). Thus, the evolving judicial interpretation of implied contractual
obligations is being expanded to accommodate the distinct risk vectors infroduced by autonomous
Al systems.
The growing application of Al in data management has spurred the adoption of formalized data
governance frameworks that address legal obligations related to data usage, privacy, and
accountability. Ethical concerns such as algorithmic bias, lack of explainability, and data
monopolization are not only regulatory challenges but also contractual risk areas (Rajesh et al., 2023;
Ashraf & Ara, 2023; Roksana, 2023). Enterprises using Al-driven tools for personal data processing must
intfegrate governance policies within their contracts to avoid liability for non-compliance with
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standards such as the GDPR, HIPAA, or the CCPA. According to Gasser and Almeida, Al ethics
principles—fairness, accountability, fransparency, and explainability (FATE)—are increasingly
codified in confractual clauses to mitigate reputational and legal fallout. These include detailed
data handling protocols, Al system validation requirements, and explicit language around data
controller-processor roles. Contracts in cloud-based environments often specify that Al models must
be frained on anonymized data and that all model outputs undergo human-in-the-loop verification.
Legal scholars argue that these evolving clauses represent a shift from traditional boilerplate terms
toward a more nuanced and context-aware framework for managing Al-enabled data systems in
commercial agreements (Sanjai et al., 2023; Tonmoy & Arifur, 2023; Tonoy & Khan, 2023).
Al integration in digital infrastructure brings complexity to interpreting force majeure, frustration of
purpose, and impossibility clauses in cases of system failure or algorithmic misbehavior. Smart
confracts—automated agreements executed by blockchain protocols—often rely on Al-based
inputs to trigger actions, such as payments, penalties, or service provisioning. When these inputs are
inaccurate due to adversarial aftacks or model drift, the contractual obligations triggered may be
flawed or unlawful (Razzak et al., 2024; Alam et al., 2024; Zahir et al., 2023). Traditional doctrines such
as force majeure have been tested in court when Al failures disrupt service performance, especially
when such failures stem from sources outside the conftrol of the contracting party. However, courts
are cautious about excusing liability unless cyber events are explicitly included in the contract’s list
of unforeseen circumstances (Khan & Razee, 2024; Saha, 2024). In Al-enhanced contracting, force
majeure clauses must be redefined to consider not only natural or political events but also
algorithmic anomalies and cyber-physical sabotage. Legal frameworks must adapt to these new
realifies by incorporating clauses that define Al-specific disruption thresholds and obligate
continuous performance monitoring and contingency planning.
FINDINGS
The systematic review of 87 peer-reviewed legal studies and case commentaries, drawn from a total
of 1,394 citations, reveals a significant shift in judicial attifudes toward recognizing cybersecurity as
an enforceable element of contractual duties. Courts across multiple jurisdictions have increasingly
accepted that cybersecurity obligations, whether expressly written or implied through performance
warranties and service-level agreements, form a material component of commercial contracts. Of
the reviewed articles, 64 emphasized that courts are no longer treating data breaches as mere
operational accidents but as legal violations of agreed service terms. In 42 articles, breach of
confract lawsuits fied to cyber incidents were shown to succeed where plaintiffs could demonstrate
failure fo meet industry-recognized security standards or service obligations. Importantly, courts were
more likely to accept implied warranties in service contracts where the defendant was in control of
data security environments, even without specific security clauses. The review also found that nearly
70% of the cases cited within the literature pertained to sectors with heightened regulatory exposure
such as healthcare, finance, and cloud computing where contractual expectations for data
protection are higher. This frend signals that judicial reasoning is now integrating cybersecurity risk
into fundamental contfract law doctrines, with foreseeability, causation, and standard of care
increasingly interpreted through a digital lens.
A recurring finding from 59 of the 87 reviewed articles, supported by 1,129 citations, is the frequent
misalignment between commercial confract terms and the scope of cyber insurance policies.
Contracts often defer breach risk to insurance policies without ensuring that the policy language
matches the contractual expectations regarding breach triggers, indemnity, or third-party liability.
This gap has led fo substantial litigation and financial exposure when insurers deny claims due fo
exclusions, such as war-like cyber operations or unauthorized third-party access not defined in the
contract. Of the 59 articles, 46 analyzed actual disputes where organizations were denied coverage
because the cyber event did not meet the insurer's definition of a covered loss. Notably, over 30
arficles described real-world examples in which parties assumed that cyber insurance would function
as a backstop for all digital liabilities, only to discover post-breach that contractual provisions
conflicted with policy clauses. The data show that while 67% of the articles identified cyber insurance
as an essential element of risk mitigation, over 70% warned that poor contract-insurance alignment
could nullify its protective value. The findings suggest an urgent need for harmonization between
contractual obligations and cyber insurance frameworks, particularly in third-party vendor contracts
where shared responsibility often leads to ambiguous risk attribution.
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Among the 87 articles analyzed—containing a total of 1,472 citations—53 focused on the effect of
regulatory fragmentatfion on contract draffing and enforcement in cross-border contexts. The
findings highlight how diverging data protection regimes such as the GDPR, CCPA, HIPAA, and
emerging laws in Asia and Latin America have led to a proliferation of overlapping, and sometimes
contradictory, contractual obligations. In these 53 articles, over 70% of the authors agreed that
companies operating across multiple jurisdictions now face substantial legal and contractual
uncertainty in drafting privacy and cybersecurity clauses. Around 35 of these articles demonstrated
how multinational corporations have been forced to tailor their data processing agreements (DPAs)
and standard contractual clauses (SCCs) based on specific regulatory triggers—such as consent
requirements, breach nofification deadlines, or data localization mandates. The review found that
41 articles showed increased costs and operational burden due to confinuous updates in DPAs and
SCC:s following regulatory shifts like the Schrems Il ruling or amendments to U.S. surveillance laws.
Moreover, 28 studies provided empirical insights showing that companies frequently adopt a
“highest standard” approach—defaulting to GDPR compliance—even in non-EU jurisdictions, to
avoid confractual inconsistencies. The fragmented nature of global regulation, as evidenced in over
1,000 cumulative article citations, creates a complex legal environment where even well-intentioned
confracts may be noncompliant without dynamic and jurisdiction-specific adaptation.

Figure 10: Overall findings for this study

CYBERSECURITY AS A CONTRACTUAL DUTY

A systematic review of 87 articles emphasizing that courts recognize
cybersecurity as an enforceable duty in commercial contracts; forms
a material component of 4X articies. 64 evidence secued.

CYBER INSURANCE AND CONTRACT TERMS

59 articles identify misalignment between cyber insurance por-#policies
and commercial contract terms. Litigation and financial exposure from
mismatch concerns.its breach triggers, indemnity.

REGULATORY FRAGMENTATION AND CONTRACTS

53 articles highlights contradictions between regulatory regimes leading
to legal uncertainty in drafting privacy clauses, adapting to changes
in data protection laws.

VENDOR/VENDOR RISK EXPOSURE

72 articles document vendor vulnerabilities a pr-imary source of cyber-
incidents, emphasizing lack of-flow-down clauses in third-party
agreements as a sinuchi legal gap.

The analysis of 72 of the reviewed articles—cited over 1,108 times collectively—underscores that
vendor and subcontractor vulnerabilities are a primary source of contractual failure in cybersecurity
incidents. These articles consistently documented how third-party service providers, often operating
beyond the visibility or control of the confracting enterprise, have become significant sources of
systemic cyberrisk. In 58 articles, researchers analyzed real cases where data breaches were traced
back fo inadequately secured vendor systems, including those responsible for software
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development, cloud hosting, or IT maintenance. Approximately 40 of these studies identified legal
cases in which upstream service contracts lacked enforceable “flow-down" provisions or audit rights
to monitor third-party cybersecurity compliance. As a result, companies were left confractually
exposed to risks over which they had limited technical or operational control. Of particular concern
were sectors like finance and healthcare, where 29 articles highlighted that vendor contracts often
failed to specify compliance with required data protection laws or industry standards such as PCI
DSS or HIPAA. Notably, more than half of the articles emphasized the role of shared liability confusion
in legal disputes, where data subjects or business partners initiated claims against both the
contracting party and the vendor, often with unclear delineation of responsibility. These findings
affirm that third-party risk is not only technical but deeply embedded in confractual design failures.
A comprehensive theme drawn from 66 articles—citing a total of 1,245 references—was the
ineffectiveness of boilerplate clauses in managing actual cybersecurity incidents. These arficles
reported that standard “reasonable efforts” or “best practices” language was frequently insufficient
for legal enforcement or claim substantiation in breach scenarios. In 52 articles, contracts using
vague, undefined terms related to cybersecurity obligations were challenged or ignored in litigation
due to their subjectivity or lack of measurable criteria. Over 30 studies discussed how courts required
specific technical obligations—such as encryption standards, breach reporting fimelines, or
reference to cybersecurity frameworks (e.g., NIST or ISO/IEC 27001)—in order to enforce contractual
claims. The review found that 43 articles pointed out that even when cybersecurity clauses were
present, failure to update them regularly or align them with evolving standards rendered them
functionally obsolete during disputes. Furthermore, 35 articles analyzed the role of incident response
obligations, finding that less than half of surveyed contracts mandated cooperation or forensic
fransparency post-breach, leading fo fragmented remediation and increased liability exposure.
Many authors concluded that the overreliance on boilerplate terms reflects a legal culture still
adapting to the specificity required for digital threat environments. The finding strongly suggests that
without customized, technically informed, and frequently updated clauses, contractual frameworks
cannot function as effective risk transfer or enforcement mechanisms in cybersecurity contexts.
DISCUSSION
The findings of this review affirm the growing judicial recognition that cybersecurity is no longer an
ancillary matter but a core contractual obligation. Courts across jurisdictions now interpret service
delivery failures resulting from cyber incidents as legal breaches, particularly when linked to service-
level agreements, performance warranties, or implied duties of care. This trend parallels the early
predictions by Wiliamson and Prybutok (2024), who anficipated that as digital operations became
central fo commerce, courts would begin o enforce cybersecurity as a non-optional contractual
standard. Unlike earlier interpretations that treated cyber risk primarily through tort or negligence
lenses (Rowe, 2016), recent jurisprudence embraces breach of confract theories grounded in failure
to implement commercially reasonable security measures (Kosseff, 2017). Our review extends this
understanding by documenting a shift even in common law systems that previously hesitated to
imply cybersecurity obligations absent express clauses. Consistent with Tschider (2022), this review
underscores that judicial perspectives increasingly rely on industry standards—such as the NIST
Cybersecurity Framework—as benchmarks for “reasonableness,” further embedding technical
norms info legal evaluation. Moreover, findings show that in high-stakes sectors such as finance and
healthcare, where regulatory frameworks impose layered obligations, courts are even more willing
to enforce implied cybersecurity warranties (Boliek, 2017).
A major insight from the literature concerns the recurring misalignment between commercial
confract terms and cyber insurance coverage. This finding supports previous work by Chishti (2020),
who noted that enterprises often misunderstand the scope of their cyber policies, leading to disputes
when incidents occur. Whereas early research by Huang (2022) emphasized the benefits of
insurance in incentivizing cybersecurity investment, more recent scholarship by Wylde et al. (2023)
highlighted the danger of overreliance on insurance as a standalone safeguard. Our review
deepens this critique by documenting numerous instances where organizations suffered uncovered
losses due to exclusions for state-sponsored cyberattacks, internal errors, or vague definitions of
covered events. This issue was notably present in litigatfion following the NotPetya malware incident,
where policyholders discovered their coverage did not extend to cyber warfare scenarios, as
detailed in Abraham et al. (2023). Unlike earlier studies that focused on technical insurance design,
our review identifies a contractual dimension to the problem: risk transference in contracts often

92


https://ajates-scholarly.com/index.php/ajates
https://doi.org/10.63125/228bwz17

American Journal of Advanced Technology and Engineering Solutions
Volume 04, Issue 01 (2024)
Page No: 71 -100
DOI: 10.63125/228bwz17
assumes full insurer coverage without careful reconciliation of indemnity obligations and policy
terms. Thus, this research affirms and extends Malone and Walton (2023)'s findings, underscoring that
without synchronization between cyber clauses and insurance language, confractual enforcement
is weakened.
A recurring theme in the reviewed literature is the challenge posed by jurisdictional fragmentation in
the enforcement of cyber-related contracts, especially in cross-border contexts. This supports earlier
analyses by Chiara (2024), who argued that digital sovereignty and divergent data protection
regimes complicate uniform legal freatment of contractual obligations. The findings in this review
corroborate that contracts are frequently caught between conflicting national regulations,
particularly when dealing with personal data transfers, breach notification obligations, and lawful
access requirements. The affermath of Schrems Il further complicated this environment by requiring
organizations to conduct fransfer impact assessments and implement supplementary safeguards—
issues discussed extensively by Lehto (2022). Our review illustrates that many corporations have
responded by adopting GDPR-aligned clauses globally to minimize compliance risk. However, this
universalization of high-standard clauses can increase operational costs and make contractual
terms rigid. Unlike earlier studies that primarily focused on statutory analysis, this review shows how
fragmented regulation leads to incomplete or inconsistent contracts, especially where local
subcontractors or cloud providers are governed by less stringent national laws. As such, the findings
align with and extend prior regulatory commentary by emphasizing the contractual consequences
of legal disunity in tfransnational digital operations.
One of the most consistent findings in this review is that third-party vendors and subcontractors
remain the most common source of cybersecurity-related contractual failure. This supports Dalal et
al. (2022) analysis of cloud confracts, which found that many service agreements lacked
enforceable cybersecurity obligations for downstream parties. More recent cases, such as
SolarWinds and the Marriott/Starwood breach, further illustrate the magnitude of vendor-related risk,
as emphasized by Sandoval (2018). Our findings build on these cases by showing that the lack of
“flow-down" provisions, pass-through warranties, and audif rights creates legal exposure that is often
underestimated during contract drafting. These risks are exacerbated in sectors such as healthcare,
where HIPAA requires covered entities to ensure compliance across their business associates, yet
many agreements fall short of establishing enforceable liability frameworks. Earlier studies, such as
Lehto et al. (2022), pointed to the role of insurance in covering third-party risk, but this review suggests
that coverage often excludes subcontractor negligence unless expressly stipulated in the contract.
This confirms the observations made by Brobst (2024) regarding the urgent need for stronger
confractual governance over multi-party digital ecosystems. In sum, while previous research
highlighted technical vulnerability, this study reinforces that legal architecture—particularly contract
design—plays a central role in mitigating or amplifying third-party cyber risk.
A significant insight from this review is the legal insufficiency of boilerplate cybersecurity language.
The reviewed articles collectively demonstrate that vague phrases such as “reasonable efforts” or
“industry best practices” lack the specificity required for effective enforcement in court. This
observation is reinforced by case law, including Patco Construction Co. v. People’s United Bank,
where courts demanded that security obligations be measurable and aligned with evolving
technological norms. Our review identifies a growing consensus that contracts must reference
external standards—such as the NIST Cybersecurity Framework, ISO/IEC 27001, or sector-specific
regulations like PCI-DSS—to establish clarity and enforceability. This finding supports the argument
advanced by Abraham and Sharkey (2023), who advocated for embedding tfechnical frameworks
within legal language. While earlier confracts offen omitted these standards due to complexity or
uncertainty, our findings show a sharp increase in their inclusion over the past five years. Unlike older
studies that saw contractual flexibility as advantageous, this review illustrates how ambiguity can
nullify enforcement during litigation or regulatory review. Therefore, this finding confirms that
specificity, technical alignment, and regular updates are no longer optional in cybersecurity
confracts—they are prerequisites for enforceability.
Another significant finding from the review is the rise in private enforcement and regulatory litigation
driving improvements in cybersecurity contract drafting. Whereas early studies by Ruohonen (2020)
focused on reputational and regulatory penalties, our review reveals that private rights of action—
under statutes like GDPR Article 82 and the CCPA—are now key drivers of legal accountability. This
reflects the earlier work of Kesan and Hayes (2019), who argued that civil litigation would play a
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pivotal role in shaping cybersecurity behavior. The analysis confirms that legal exposure is no longer
confined to regulatory fines but now extends to class actions, shareholder suits, and cross-border
private enforcement. The British Airways GDPR fine, Schrems Il ruling, and ongoing Facebook/Meta
litigation are prime examples of regulatory and legal scrutiny shaping contfractual practices. These
cases confirm prior predictions by Bagby and Packin (2024) that courts and regulators would
demand contractual instruments demonstrating due diligence, oversight, and clear liability terms.
Furthermore, this review finds that organizations facing litigation tend to retroactively revise their
contract templates—introducing new incident response protocols, data localization clauses, and
jurisdictional limitation terms. This validates argument that legal enforcement acts as a “forcing
function” for contfract maturity, especially in high-risk or highly regulated industries. In addtion, the
cumulative findings of this review suggest a movement toward a convergent model of contractual
cybersecurity governance—one that integrates regulatory compliance, insurance frameworks,
technical standards, and judicial expectations. Earlier scholarship tended to examine these
dimensions in isolation: for example. However, the current review indicates that effective cyber risk
management now requires integrated, cross-functional contractual strategies. These must align with
external regulatory frameworks (e.g., GDPR, HIPAA), industry standards and enforcement realities
(e.g., civil litigation, indemnity claims). Unlike older models that treated contracts as static, the
literature now supports the view that contracts are dynamic governance instruments requiring
regular review, updates, and stakeholder engagement (Ghaziani & Ghaziani, 2022). The transition
from fragmented to convergent approaches marks a maturation in both legal theory and business
practice. While full harmonization remains elusive, especially across jurisdictions, this study affirms that
organizations adopting intfegrated confractual models experience fewer disputes, more effective
enforcement outcomes, and greater resilience in the face of evolving cyber threats. This reflects an
emerging consensus across legal scholarship that cybersecurity is no longer a peripheral issue—it is
a central pillar of enforceable digital governance.
CONCLUSION
This systematic review concludes that the legal landscape surrounding cybercrime and confractual
liability is undergoing a profound transformation, marked by increased judicial recognition of
cybersecurity as a core confractual obligation, a shift from reactive to proactive risk allocation
strategies, and a convergence of legal, technical, and regulatory frameworks. The analysis of 87
studies and over 1,000 citations reveals that courts are no longer lenient foward vague or outdated
cybersecurity clauses and are instead demanding specificity, fechnical precision, and regulatory
alignment in contractual language. The misalignment between commercial contracts and cyber
insurance coverage has emerged as a recurrent vulnerability, often leaving organizations
unprotected during high-impact breaches. Regulatory fragmentation, especially in cross-border
data fransfers, has further complicated contract enforcement, prompting many organizations to
adopt the highest available legal standard, typically modeled on the GDPR. Additionally, third-party
vendors continue to be a major point of exposure, with many contracts failing fo include
enforceable flow-down provisions or audit rights, thereby exacerbating legal and operational risk.
The findings also highlight the growing role of private enforcement, class actions, and regulatory
penalfies in compelling confractual reform, particularly in high-risk sectors such as finance,
healthcare, and e-commerce. Collectively, the evidence suggests that cybersecurity is no longer an
implicit or negotiable element in commercial confracts but a legal imperative that demands
continuous adaptation, strategic alignment, and cross-disciplinary integratfion. Organizations
seeking to mitigate legal exposure must freat confracts as dynamic instruments—designed not only
to define service obligations but also to govern complex cyber risk landscapes in a legally
enforceable and technically defensible manner.
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