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Abstract 
This study conducted a comprehensive quantitative comparative analysis of machine learning applications in 
enterprise network fault detection and self-healing infrastructure over the period 2018 to 2026. The research 
adopted a retrospective cross-sectional design, analyzing 124 empirical studies sourced from major academic 
databases to evaluate the performance and applicability of different machine learning approaches. The analysis 
focused on key model categories, including traditional machine learning, deep learning, hybrid and ensemble 
models, unsupervised techniques, and reinforcement learning, across multiple enterprise network domains such 
as telecommunications, cloud computing, software-defined networks, and IoT-based systems. The findings 
revealed that deep learning models achieved the highest overall detection performance, with an average accuracy 
of 94.2%, followed by hybrid models at 92.6%, while traditional machine learning models recorded 
comparatively lower accuracy at 88.4%. Unsupervised methods demonstrated moderate effectiveness, 
particularly in anomaly detection scenarios, whereas reinforcement learning showed distinct advantages in 
recovery-related metrics, achieving the lowest mean time to repair of 19.6 seconds and the highest system uptime 
of 98.3%. Domain-level analysis indicated that cloud computing and software-defined networks outperformed 
other environments, achieving accuracy levels of 94.8% and 93.6%, respectively, while IoT and edge systems 
lagged behind with an average accuracy of 88.5%. Subgroup analysis further demonstrated that studies using 
benchmark datasets reported higher accuracy levels of 93.8% compared to 89.6% for real-world datasets, 
highlighting the influence of data realism on model performance. Additionally, k-fold cross-validation yielded 
more robust results, with an average accuracy of 92.9%, compared to 89.7% for holdout validation. Inferential 
statistical analysis confirmed that these differences were statistically significant, with effect sizes ranging from 
moderate to large across key performance indicators. Overall, the study concluded that advanced machine 
learning architectures, particularly deep learning and hybrid models, combined with reinforcement learning for 
recovery optimization, offer the most effective solutions for enterprise network fault detection and self-healing 
systems. The findings provide both theoretical insights and practical guidance for designing scalable, data-
driven, and resilient network management frameworks. 
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INTRODUCTION 
Enterprise networks are complex, large-scale interconnected systems that facilitate communication, 
data exchange, and service delivery across organizational infrastructures. These networks encompass 
heterogeneous components such as servers, routers, switches, cloud services, and distributed 
applications, all of which operate in dynamic and high-demand environments (Reshmi & Azath, 2021). 
Fault detection within such networks refers to the systematic identification of anomalies, failures, or 
performance degradations that disrupt normal operations. Traditionally, fault detection mechanisms 
relied on rule-based systems, threshold monitoring, and manual diagnostics, which are inherently 
limited in scalability and adaptability. With the exponential growth of digital transformation, 
enterprise networks have become critical infrastructure supporting sectors such as finance, healthcare, 
transportation, and governance, elevating the importance of reliable fault detection systems at a global 
scale.Machine learning has emerged as a transformative paradigm in this domain by enabling systems 
to learn patterns from historical and real-time data, thereby improving the accuracy and speed of fault 
identification (Rajput & Sikka, 2021). Machine learning-based fault detection involves supervised, 
unsupervised, and reinforcement learning techniques that analyze large volumes of network telemetry 
data to identify anomalies indicative of faults. These methods can detect subtle deviations that 
traditional systems often overlook, especially in high-dimensional and non-linear network 
environments. The integration of artificial intelligence into network management systems has 
significantly improved operational efficiency and reduced downtime, which is critical for maintaining 
service-level agreements and business continuity.The international significance of this advancement is 
evident in the increasing reliance on digital infrastructure across global economies. Enterprise networks 
underpin essential services such as cloud computing, e-commerce, telemedicine, and smart cities, 
making fault detection a matter of economic stability and societal functionality (Mazhar et al., 2023). 
Failures in such systems can result in substantial financial losses, compromised data integrity, and 
disrupted public services. Consequently, the adoption of machine learning for fault detection is not 
merely a technological upgrade but a strategic necessity for ensuring resilience in globally 
interconnected systems. Studies across telecommunications, cloud computing, and industrial systems 
consistently highlight the shift toward data-driven fault detection as a response to the limitations of 
conventional methods and the growing complexity of network architectures. 
Self-healing infrastructure represents an advanced paradigm in network management where systems 
are capable of autonomously detecting, diagnosing, and recovering from faults without human 
intervention. This concept draws inspiration from biological systems, where organisms maintain 
stability through adaptive responses to internal and external disruptions. In enterprise networks, self-
healing mechanisms integrate monitoring, analytics, and automated control processes to ensure 
continuous system operation. The emergence of self-healing networks is closely associated with the 
evolution of self-organizing networks (SON), particularly in telecommunications, where automation 
reduces operational complexity and enhances service quality (Koay et al., 2023).Machine learning plays 
a central role in enabling self-healing capabilities by facilitating predictive analytics and decision-
making processes. Through anomaly detection, predictive modeling, and reinforcement learning, 
machine learning systems can anticipate failures, recommend corrective actions, and execute recovery 
strategies in real time. These capabilities significantly reduce mean time to detect (MTTD) and mean 
time to recover (MTTR), which are critical performance metrics in network management.Globally, the 
adoption of self-healing infrastructure has gained momentum due to the increasing scale and 
complexity of enterprise systems (Verma & Khanna, 2023). Cloud computing environments, IoT 
ecosystems, and distributed architectures require robust fault management solutions that can operate 
autonomously under varying conditions. Research indicates that traditional reactive approaches are 
insufficient for managing modern networks, as they rely heavily on manual intervention and 
predefined rules that cannot adapt to dynamic environments (Dehraj & Sharma, 2021). 
The international relevance of self-healing infrastructure is particularly evident in critical sectors such 
as energy distribution, healthcare systems, and financial services, where system failures can have far-
reaching consequences. The integration of machine learning into these infrastructures enhances their 
resilience and reliability, enabling organizations to maintain uninterrupted service delivery. 
Furthermore, the scalability of self-healing systems allows them to accommodate the growing demands 
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of digital transformation initiatives worldwide, reinforcing their importance in contemporary network 
management strategies (Protogerou et al., 2021). 

 
Figure 1: Machine Learning Network Fault Framework 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The period from 2018 to 2026 has witnessed significant advancements in the application of machine 
learning techniques for network fault detection, marked by a transition from traditional statistical 
models to sophisticated deep learning architectures. Early approaches primarily utilized supervised 
learning algorithms such as decision trees, support vector machines, and naive Bayes classifiers to 
identify known fault patterns. These methods demonstrated improved accuracy compared to rule-
based systems but were limited by their dependence on labeled datasets and inability to generalize 
across diverse network conditions.Subsequent developments introduced unsupervised learning 
techniques, including clustering and anomaly detection algorithms, which enabled the identification of 
previously unseen faults (Gautam et al., 2024). These approaches leveraged large volumes of unlabeled 
data to detect deviations from normal network behavior, thereby enhancing the adaptability of fault 
detection systems. The integration of deep learning models, such as convolutional neural networks 
(CNNs), recurrent neural networks (RNNs), and long short-term memory (LSTM) networks, further 
improved the ability to capture temporal and spatial dependencies in network data.Recent research has 
focused on hybrid and ensemble models that combine multiple machine learning techniques to achieve 
higher accuracy and robustness. For instance, attention-based neural networks and transformer 
architectures have been employed to handle high-dimensional data and complex temporal patterns, 
achieving significant improvements in fault detection performance.From an international perspective, 
these advancements have been driven by the increasing demand for reliable network services across 
various industries. The proliferation of IoT devices, cloud computing platforms, and mobile networks 
has generated vast amounts of data, creating opportunities for machine learning applications in fault 
detection (Varga et al., 2020). Global research efforts have emphasized the importance of developing 
scalable and efficient models that can operate in real-time environments, addressing challenges such 
as data imbalance, noise, and computational complexity. 
Machine learning paradigms for autonomous fault diagnosis and recovery encompass a range of 
techniques that enable networks to not only detect faults but also identify their root causes and 
implement corrective actions. Supervised learning models are commonly used for fault classification, 
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where labeled datasets are employed to train algorithms to recognize specific fault types. These models 
are effective in environments with well-defined fault categories but may struggle with unknown or 
evolving fault patterns.Unsupervised learning approaches, including clustering and anomaly 
detection, address these limitations by identifying deviations from normal behavior without requiring 
labeled data. These methods are particularly useful in dynamic network environments where new fault 
types may emerge (Olfati & Parmar, 2021). Reinforcement learning, on the other hand, enables systems 
to learn optimal recovery strategies through interaction with the environment, making it a powerful 
tool for autonomous decision-making in self-healing systems.Recent advancements have introduced 
hybrid frameworks that integrate multiple machine learning paradigms to enhance fault diagnosis and 
recovery capabilities. For example, the combination of deep learning and reinforcement learning has 
been used to develop adaptive recovery strategies that can respond to complex and evolving network 
conditions.The global significance of these paradigms lies in their ability to reduce operational costs 
and improve system reliability across various industries (Mounce, 2020). Autonomous fault diagnosis 
and recovery systems minimize the need for human intervention, enabling organizations to manage 
large-scale networks more efficiently. This is particularly important in sectors such as 
telecommunications and cloud computing, where network performance directly impacts user 
experience and business outcomes. Research has demonstrated that machine learning-based 
approaches can significantly outperform traditional methods in terms of accuracy, response time, and 
scalability, highlighting their importance in modern network management (Mylrea et al., 2021). 
 

Figure 2: Enterprise Network Fault Detection Framework 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Data-driven architectures form the backbone of machine learning applications in enterprise network 
fault detection and self-healing systems. These architectures rely on the collection, processing, and 
analysis of large volumes of network data, including logs, metrics, and telemetry information 
(Luntovskyy & Beshley, 2021). The integration of big data technologies and machine learning 
algorithms enables the development of predictive analytics models that can anticipate faults before 
they occur, thereby enhancing network resilience.Predictive analytics involves the use of historical data 
and machine learning models to identify patterns and trends that indicate potential failures. These 
models can forecast network performance and detect anomalies in real time, allowing for proactive 
fault management. The implementation of predictive analytics in enterprise networks has been 
facilitated by advancements in cloud computing and distributed systems, which provide the 
computational resources required for large-scale data processing.Globally, the adoption of data-driven 
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architectures has been driven by the increasing complexity of network systems and the need for real-
time decision-making (Koufos et al., 2021). Organizations across various industries are leveraging 
machine learning and predictive analytics to improve network performance and reduce downtime. 
Research has shown that data-driven approaches can significantly enhance the accuracy and efficiency 
of fault detection systems, enabling organizations to maintain high levels of service 
availability.Furthermore, the integration of machine learning with network monitoring systems and 
telemetry data sources has enabled the development of comprehensive fault management solutions. 
These solutions provide a holistic view of network performance, allowing for more accurate fault 
identification and diagnosis (Lee et al., 2024). The international relevance of these advancements is 
evident in their application across diverse sectors, including telecommunications, cloud computing, 
and industrial automation, where reliable network performance is essential for operational success. 
Despite the significant advancements in machine learning-based fault detection and self-healing 
systems, several challenges persist that hinder their widespread adoption and effectiveness. One of the 
primary challenges is the availability and quality of data, as machine learning models require large 
volumes of high-quality data for training and validation. In many cases, network data may be 
incomplete, noisy, or imbalanced, which can affect the performance of fault detection models (Chen et 
al., 2023).Another challenge is the scalability of machine learning models, particularly in large-scale 
enterprise networks with diverse and dynamic environments. The computational complexity of 
advanced machine learning algorithms can limit their applicability in real-time systems, where rapid 
fault detection and recovery are essential. Additionally, the integration of machine learning models 
with existing network infrastructure can be complex, requiring significant changes to system 
architecture and processes.From a global perspective, these challenges are compounded by the 
increasing complexity of network systems and the need for interoperability across different platforms 
and technologies (Rahman et al., 2024). Research has highlighted issues such as data imbalance, lack of 
real-time adaptability, and the need for multi-source data fusion as critical barriers to the effective 
implementation of machine learning-based fault detection systems.Moreover, the explainability of 
machine learning models remains a significant concern, particularly in critical applications where 
understanding the decision-making process is essential. The development of interpretable models and 
transparent algorithms is therefore an important area of research, as it can enhance trust and facilitate 
the adoption of machine learning in enterprise network management (Porcu et al., 2021). 
The global impact of machine learning applications in enterprise network fault detection and self-
healing infrastructure is evident across multiple domains, including telecommunications, cloud 
computing, energy systems, and smart cities. In telecommunications, self-healing networks have been 
implemented to manage cell outages and optimize network performance, reducing operational costs 
and improving service quality.In cloud computing environments, machine learning-based self-healing 
systems have been used to ensure high availability and reliability by automatically detecting and 
resolving faults in distributed systems (Wypiór et al., 2022). These systems leverage advanced analytics 
and automation tools to manage complex infrastructures, enabling organizations to deliver scalable 
and resilient services.The application of self-healing systems in energy distribution networks has also 
demonstrated significant benefits, including improved fault detection, isolation, and service 
restoration. These systems enhance the efficiency and reliability of power distribution, contributing to 
the stability of critical infrastructure.From an international perspective, the adoption of self-healing 
networks is driven by the need for resilient and efficient infrastructure in an increasingly digital world 
(Dangi et al., 2023). The integration of machine learning into network management systems has enabled 
organizations to address the challenges of complexity, scalability, and reliability, ensuring the 
continuous operation of critical services. Research across various domains highlights the 
transformative potential of self-healing systems in enhancing network performance and resilience, 
underscoring their importance in modern enterprise environments (Dwivedi et al., 2020). 
The primary objective of this quantitative study is to systematically examine and compare the 
effectiveness of machine learning applications in enterprise network fault detection and self-healing 
infrastructure over the period from 2018 to 2026. The study seeks to evaluate how different machine 
learning techniques, including supervised, unsupervised, deep learning, and hybrid models, perform 
in identifying, classifying, and predicting network faults within complex enterprise environments. A 
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central aim is to quantitatively assess model performance using standardized metrics such as accuracy, 
precision, recall, F1-score, and detection latency, thereby providing a comparative framework for 
understanding the strengths and limitations of each approach. In addition, the study aims to analyze 
the extent to which machine learning-driven systems contribute to autonomous fault recovery and self-
healing capabilities, particularly in reducing mean time to detect and mean time to recover across 
various network architectures.Another key objective is to investigate the relationship between data 
characteristics, such as volume, velocity, and variety, and the performance of machine learning models 
in fault detection scenarios. The study also focuses on evaluating the scalability and adaptability of 
these models in real-world enterprise networks, including cloud-based, IoT-enabled, and distributed 
systems. Furthermore, the research aims to identify patterns in the evolution of machine learning 
applications across different industries, highlighting variations in implementation strategies and 
outcomes. By conducting a comparative analysis across multiple studies and datasets, the research 
intends to establish empirical insights into the effectiveness of data-driven fault management systems. 
The study also aims to quantify the impact of machine learning integration on network reliability, 
operational efficiency, and system resilience, providing measurable evidence of its role in modern 
network management. Another objective is to assess the degree of automation achieved through self-
healing mechanisms and the extent to which these systems minimize human intervention. Through 
this structured and data-driven approach, the research seeks to contribute to a deeper understanding 
of how machine learning technologies are reshaping enterprise network fault detection and recovery 
processes within a global and increasingly interconnected digital landscape. 
LITERATURE REVIEW 
The literature review section provides a structured and analytical synthesis of existing scholarly work 
related to machine learning applications in enterprise network fault detection and self-healing 
infrastructure. This section is designed to critically examine quantitative studies published between 
2018 and 2026, focusing on methodological approaches, model performance metrics, data 
characteristics, and system-level outcomes. The growing complexity of enterprise networks, driven by 
cloud computing, IoT integration, and distributed architectures, has intensified the need for robust, 
data-driven fault management systems. Machine learning has emerged as a central analytical tool in 
this domain, enabling the development of predictive, adaptive, and autonomous fault detection 
mechanisms that outperform traditional rule-based systems in accuracy and efficiency (Chigbu et al., 
2023).This review emphasizes quantitative evidence by analyzing empirical studies that report 
measurable outcomes such as detection accuracy, false positive rates, latency reduction, and system 
recovery time. It systematically compares different machine learning paradigms, including supervised 
learning, unsupervised learning, deep learning, and hybrid models, within the context of enterprise 
network environments. Additionally, the review investigates how variations in dataset size, feature 
engineering techniques, and algorithm selection influence model performance across diverse network 
conditions (Dwyer, 2020). By focusing on statistically validated findings, this section aims to establish 
a comprehensive understanding of the effectiveness and limitations of machine learning approaches in 
fault detection and self-healing systems.The international scope of the literature reflects the widespread 
adoption of machine learning in network management across sectors such as telecommunications, 
cloud services, finance, and smart infrastructure. This section also considers cross-domain applications 
and comparative analyses to identify patterns, consistencies, and divergences in research outcomes 
(Harari et al., 2020). Through this structured synthesis, the literature review lays the foundation for 
identifying research gaps, benchmarking methodologies, and supporting the quantitative analysis 
presented in subsequent sections of the study. 
Enterprise Network Fault Detection Models 
Enterprise network fault detection emerged from the need to distinguish routine operational variation 
from events that degrade service continuity, security, or routing stability. In the literature, faults are 
commonly differentiated into hard faults, soft faults, and transient anomalies because each class 
produces a different observable signature and therefore requires different modeling assumptions. Hard 
faults usually refer to overt failures such as broken links, hardware malfunction, interface shutdowns, 
or node outages that cause relatively abrupt changes in traffic flow, packet delivery, connectivity, or 
latency (Bai, 2023; Khaled, 2021; Zaheda, 2021). Soft faults are more subtle and include performance 
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degradation, misconfiguration, congestion-related instability, or protocol inefficiencies that do not 
immediately collapse the network but progressively reduce service quality. Transient anomalies 
occupy an important middle ground because they may appear briefly, disappear quickly, and recur 
irregularly, making them difficult to separate from bursty but legitimate traffic behavior (Khaled & 
Hisham, 2022; Nazmul & Begum, 2022). Quantitative research on enterprise fault detection therefore 
treats the detection problem as one of classification under uncertainty, where the objective is not only 
to identify whether a fault exists but also to characterize its severity, duration, and operational 
relevance (Shahinur & Sultan, 2022; Binte & Hasan, 2022; Wang et al., 2021). This perspective 
encouraged the field to move away from purely rule-driven diagnosis toward data-centered evaluation 
frameworks. Across benchmark studies, the effectiveness of a detection model is judged through 
metrics that capture both correctness and error structure. Accuracy remains widely reported because it 
summarizes overall classification success, but it is often insufficient when datasets are imbalanced 
(Begum & Kaniz, 2023; Binte & Sazzadul, 2022). For this reason, precision, recall, F1-score, and ROC-
AUC became central in comparative evaluation because they better reveal the trade-off between missed 
faults and false alarms. In enterprise settings, this distinction is critical: a model that overlooks rare but 
severe anomalies may appear statistically successful while remaining operationally weak, whereas a 
model with excessive false positives can overwhelm administrators and undermine trust in automated 
monitoring (Islam & Aditya, 2023; Istiaq & Binte, 2023; Xu et al., 2020). Thus, the quantitative 
foundations of network fault detection are built not only on the taxonomy of faults but also on the 
careful alignment of evaluation metrics with the real cost of detection errors.  

 
Figure 3: Enterprise Network Fault Detection Framework 

 

 
 
 
 
 
 
 
 
 
 
 
 
Before machine learning became dominant, the literature on network fault detection relied heavily on 
statistical and probabilistic modeling to infer abnormal behavior from observed traffic patterns, 
protocol counters, and system events (Md, 2023; Molęda et al., 2023; Khatun & Zakia, 2023). These 
earlier approaches were analytically attractive because they offered interpretability and were often 
grounded in explicit assumptions about distributional behavior, dependence, and temporal evolution. 
Regression-based models were used to estimate normal traffic levels, link utilization, or event 
frequency, allowing deviations from expected baselines to be flagged as potential faults (Begum & 
Kaniz, 2024; Hisham & Nahar, 2024). Such models were especially useful for structured enterprise 
environments where traffic regularity allowed predictable relationships between variables. 
Probabilistic methods expanded this logic by representing network states through likelihoods rather 
than fixed cutoffs (Rajib, 2024; Zakia & Khatun, 2024). Bayesian formulations, stochastic processes, 
statistical hypothesis testing, and Hidden Markov frameworks enabled researchers to model 
uncertainty directly and to treat anomaly detection as a problem of inferring whether new observations 
were generated by a normal or abnormal process. This was an important conceptual advance because 
enterprise networks are not static systems; they are time-varying, partially observable, and affected by 
user behavior, workload cycles, and changing topology (Fernandes et al., 2022; Ahmed, 2024; Towhidul 
& Uddin, 2024). Statistical methods attempted to capture these dynamics while preserving explanatory 
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clarity. Even so, the literature consistently notes that deterministic and threshold-based systems 
became increasingly limited as enterprise networks scaled in size and heterogeneity (Albert, 2025; 
Anick, 2025). Fixed thresholds often failed because values that indicate a fault in one segment may be 
normal elsewhere, and thresholds tuned for one period may become obsolete under changing traffic 
conditions. Likewise, hand-crafted rules required expert knowledge, were costly to maintain, and 
tended to perform poorly when network behavior drifted over time. As a result, classical methods were 
valuable in establishing the quantitative logic of fault detection, but their assumptions about 
stationarity, linearity, and manageable dimensionality constrained their effectiveness in modern large-
scale environments (Ding, 2021; Hasan, 2025; Ashfaq & Ashraful, 2025). The transition toward data-
driven learning therefore did not reject these earlier models entirely; rather, it built upon their concern 
with uncertainty, classification error, and temporal structure while seeking greater adaptability and 
robustness.  
A major turning point in the quantitative study of network fault detection was the emergence of 
benchmark datasets that allowed researchers to compare models under shared experimental 
conditions. Among the most influential datasets, KDD Cup 1999 became foundational because it 
offered a standardized environment for training and testing intrusion and anomaly detectors (Murad, 
2025; Shamsul, 2025; Wang et al., 2020). Its popularity stemmed from accessibility, size, and a relatively 
rich feature space, which made it attractive for early data mining and classification studies. However, 
subsequent analyses revealed significant weaknesses, especially redundancy, class imbalance, and the 
risk of inflated performance due to repeated records. These concerns were important because they 
showed that strong numerical results do not necessarily reflect real-world generalization. In response, 
NSL-KDD was introduced as a refined version intended to reduce some of the distortions present in 
the original benchmark (Fang et al., 2020; Shamsul & Morshedul, 2025; Bhuya, 2025). It became widely 
adopted because it preserved comparability with prior work while offering a more balanced and 
analytically meaningful evaluation setting. Later, UNSW-NB15 addressed another crucial problem in 
the literature: the mismatch between older datasets and contemporary network traffic. By incorporating 
more modern attack behaviors and a broader representation of realistic traffic conditions, it helped 
researchers evaluate whether models trained on legacy benchmarks could remain valid in evolving 
enterprise environments. The progression from KDD Cup 1999 to NSL-KDD and then to UNSW-NB15 
illustrates a broader methodological maturation in the field. Researchers increasingly recognized that 
benchmark design directly shapes perceived model quality, and that evaluation based on outdated or 
overly simplified data can produce misleading claims about detection power. Accordingly, recent 
comparative work tends to examine not only accuracy but also class-level recall, false alarm patterns, 
robustness across datasets, and sensitivity to feature engineering choices (Bevilacqua et al., 2020; Ratul, 
2026). This dataset-centered evolution strengthened the quantitative foundations of enterprise network 
fault detection by making empirical validation more critical, more transparent, and more cautious 
about performance claims derived from a single benchmark.  
The literature increasingly treats data preprocessing as a decisive stage in enterprise network fault 
detection rather than a preliminary technical routine. This emphasis arises because raw network data 
are often noisy, high-dimensional, imbalanced, and heterogeneous, containing both continuous and 
categorical features, redundant records, irrelevant attributes, and skewed class distributions (Ta et al., 
2020). Without preprocessing, many detection models learn superficial regularities that inflate apparent 
training success while weakening deployment performance. Studies consistently show that cleaning 
duplicated records, normalizing feature scales, selecting informative variables, and balancing minority 
fault classes can materially alter the precision-recall relationship of a detection system. Feature selection 
is particularly important because network datasets frequently contain attributes that contribute little to 
discrimination while increasing computational burden and overfitting risk. By reducing 
dimensionality, researchers often obtain better F1-scores, more stable recall for minority attacks, and 
lower runtime costs, especially in real-time or near-real-time enterprise monitoring scenarios 
(Fedushko et al., 2020). Normalization also has a measurable effect because algorithms that depend on 
distance or gradient behavior can become biased when variables operate on different numeric scales. 
Similarly, resampling and balancing strategies help address the chronic problem of imbalanced 
datasets, where rare but operationally critical faults may otherwise be underdetected. The literature 
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further shows that preprocessing choices interact with the benchmark itself; methods that improve 
performance on NSL-KDD may not behave identically on UNSW-NB15 because the datasets differ in 
feature composition and traffic realism. This finding reinforces a key quantitative lesson: model 
performance cannot be interpreted independently of the data preparation pipeline (Priyono et al., 2020). 
In large-scale enterprise networks, preprocessing therefore functions as part of the detection model’s 
logic, shaping what the model is able to learn, what kinds of anomalies become visible, and how reliably 
performance metrics translate into operational usefulness. For this reason, contemporary scholarship 
does not evaluate detection algorithms in isolation but increasingly assesses the full analytical pipeline 
from raw traffic representation through preprocessing to final classification outcomes.  
Supervised Machine Learning Algorithms 
The comparative performance analysis of supervised machine learning algorithms has become a central 
theme in network fault detection and anomaly classification research, particularly as enterprise systems 
demand both accuracy and scalability. Studies consistently evaluate widely used classifiers such as 
Decision Trees, Random Forest, Support Vector Machines (SVM), K-Nearest Neighbors (KNN), and 
Naïve Bayes due to their diverse learning mechanisms and interpretability profiles (Al-Azzam & 
Shatnawi, 2021). Decision Trees are often valued for their transparency and rule-based structure, 
making them suitable for environments where explainability is essential, although they can suffer from 
instability when data variations are high. Random Forest extends this approach by aggregating 
multiple decision trees, thereby reducing variance and improving robustness, which frequently results 
in superior accuracy across heterogeneous datasets. SVM models are recognized for their ability to 
construct optimal decision boundaries in high-dimensional spaces, making them particularly effective 
in complex classification tasks, although they can be computationally intensive and sensitive to 
parameter tuning. KNN, as a distance-based classifier, offers simplicity and adaptability but often 
struggles with large-scale datasets due to computational overhead and sensitivity to irrelevant features 
(Hsu, 2020). Naïve Bayes, grounded in probabilistic reasoning, is computationally efficient and 
performs well in high-dimensional environments, though its assumption of feature independence can 
limit performance in correlated data contexts. Comparative literature suggests that no single algorithm 
universally outperforms others; rather, performance is context-dependent, influenced by dataset 
characteristics such as size, feature distribution, and class imbalance. Consequently, model selection in 
enterprise network fault detection is increasingly treated as an empirical optimization problem, where 
algorithm suitability is determined through systematic evaluation rather than theoretical preference 
alone (Han et al., 2020). 
Quantitative comparisons of supervised learning models reveal that dataset characteristics play a 
decisive role in determining classification performance, often outweighing algorithmic differences. 
Benchmark datasets such as NSL-KDD, UNSW-NB15, and other intrusion detection corpora have been 
extensively used to evaluate model accuracy, precision, and recall across varying network conditions. 
Studies demonstrate that models achieving high accuracy on one dataset may not generalize effectively 
to another due to differences in feature composition, traffic patterns, and attack diversity (Pagano et 
al., 2023). For example, datasets with redundant records or simplified traffic distributions tend to inflate 
model accuracy, while more realistic datasets expose weaknesses in generalization and sensitivity to 
rare events. This variability highlights the importance of multi-dataset evaluation in comparative 
studies, where models are tested across different environments to assess robustness rather than isolated 
performance. Furthermore, the literature indicates that class imbalance significantly affects 
comparative outcomes, as models may achieve high overall accuracy while failing to detect minority 
fault classes effectively (Chen & Chen, 2021). As a result, researchers increasingly rely on 
comprehensive evaluation frameworks that include recall and F1-score alongside accuracy to better 
capture model behavior under imbalanced conditions. Cross-dataset benchmarking also reveals that 
ensemble methods, particularly Random Forest, often demonstrate more stable performance across 
varying data distributions, while single classifiers such as Decision Trees and KNN exhibit higher 
variability (Hashemi et al., 2020). These findings reinforce the understanding that model evaluation 
must account for dataset heterogeneity and that conclusions drawn from a single benchmark may not 
reflect real-world enterprise network conditions. 
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Figure 4: Supervised Machine Learning Performance Analysis 

 

Feature selection and dimensionality reduction are widely recognized as critical determinants of 
classification performance in supervised learning models for network fault detection (Bansal et al., 
2023). High-dimensional datasets often contain redundant, irrelevant, or noisy features that can 
degrade model accuracy, increase computational complexity, and contribute to overfitting. The 
literature shows that applying feature selection techniques, whether filter-based, wrapper-based, or 
embedded methods, can significantly improve classification outcomes by retaining only the most 
informative attributes. Dimensionality reduction approaches further enhance performance by 
transforming the feature space into a more compact representation, enabling models to learn more 
effectively from structured patterns (Fallucchi et al., 2020). These preprocessing strategies not only 
improve accuracy but also contribute to better model generalization by reducing sensitivity to noise 
and irrelevant variability. In parallel, the evaluation of overfitting and generalization has become a 
critical aspect of comparative model analysis. Cross-validation techniques, particularly k-fold cross-
validation, are widely employed to assess how well a model performs on unseen data by systematically 
partitioning the dataset into training and validation subsets. This approach provides a more reliable 
estimate of model performance compared to single train-test splits, especially in studies with limited 
data availability. The literature emphasizes that models exhibiting high training accuracy but 
significantly lower validation performance are likely overfitting, indicating poor generalization 
capacity (Wirbel et al., 2021). Consequently, the integration of feature optimization and rigorous 
validation strategies has become standard practice in supervised learning research, ensuring that 
reported performance metrics reflect realistic deployment scenarios rather than over-optimistic 
estimates derived from training data. 
Unsupervised Learning and Anomaly Detection Techniques 
Unsupervised learning has become a major analytical strategy in network fault detection because 
enterprise environments frequently generate vast streams of traffic and system logs without reliable 
labels for every fault state. In this context, clustering methods have been widely used to identify latent 
structure in operational data and to separate normal behavior from potentially faulty behavior based 
on similarity patterns rather than predefined classes (Zeiser et al., 2023). K-means has often been 
applied because of its computational simplicity and suitability for partitioning large datasets into 
distinct groups, allowing researchers to characterize routine traffic clusters and flag remote points or 
low-cohesion observations as suspicious. However, the literature also notes that K-means is sensitive 
to initialization, the number of clusters selected, and the assumption that clusters are roughly spherical, 
which limits its reliability in highly irregular network environments. DBSCAN offers an important 
alternative because it groups points based on density and can isolate sparse observations as anomalies, 
making it especially attractive for identifying unusual traffic bursts, rare failure signatures, or local 
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fault concentrations in noisy enterprise data (Belay et al., 2023). Hierarchical clustering contributes 
another perspective by representing data through nested similarity structures, which is useful when 
network behavior reflects layered operational relationships across users, devices, services, and protocol 
interactions. Comparative research suggests that these clustering approaches are not interchangeable 
but reveal different kinds of fault structure depending on data geometry, noise levels, and scale. As a 
result, clustering is rarely treated as a purely mechanical grouping exercise; instead, it is understood as 
a quantitative framework for discovering hidden operational regimes and for detecting departures 
from normality when labeled fault examples are incomplete, outdated, or unavailable (Bergmann et al., 
2021). This makes clustering-based unsupervised detection particularly important in large-scale 
enterprise networks where new or evolving faults may not yet be represented in curated training 
corpora. 
 

Figure 5: Unsupervised Anomaly Detection Evaluation Framework 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Beyond conventional clustering, the literature on unsupervised network fault detection has developed 
a substantial body of work around density-based and distance-based anomaly detection models. These 
approaches are designed to identify observations that deviate sharply from dominant behavioral 
patterns, making them especially useful in environments where faults are rare, heterogeneous, or 
previously unseen (Shahrivar et al., 2023). Density-based methods assume that normal observations 
tend to occupy dense regions of the feature space, while anomalies occur in sparse neighborhoods or 
isolated local distributions. This perspective is powerful for enterprise fault detection because many 
operational anomalies, such as unusual packet sequences, abrupt routing changes, or rare service 
degradations, do not form large stable clusters and therefore are better interpreted as departures from 
local density structure. Distance-based models rely on a related logic, treating points that lie far from 
their neighbors or from central reference regions as potential faults. These methods have been widely 
examined because they are intuitive and can detect diverse abnormal behaviors without requiring 
explicit labels (Alimohammadi & Chen, 2022). At the same time, the literature consistently highlights 
their practical limitations. Distance-based detectors may become unstable in high-dimensional settings 
where distances lose interpretive clarity, while density-based methods can be sensitive to 
neighborhood parameters and local sample size. Even so, both families of methods have proved 
valuable in detecting unknown and zero-day faults because they do not depend on predefined attack 
signatures or historically labeled fault classes. Their core strength lies in modeling normality rather 
than memorizing specific fault categories. This enables anomaly-based systems to flag emerging 
behaviors that differ from expected traffic profiles, even when such behaviors have never been seen 
during model development (Bergmann et al., 2022). Consequently, density-based and distance-based 
methods occupy a central place in the quantitative literature on unsupervised fault detection, 
particularly where adaptability and novelty detection are more important than conventional closed-set 
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classification. 
The evaluation of unsupervised learning models presents a distinct methodological challenge because 
the absence of reliable labels limits the direct use of standard supervised performance metrics. For this 
reason, the literature relies on internal and proxy-based measures to assess model quality, including 
silhouette score, reconstruction error, separation quality, compactness, and stability across repeated 
runs. Silhouette-based evaluation is commonly used in clustering research to examine how well 
observations fit within their assigned groups relative to neighboring groups, thereby offering a 
structural indication of cluster coherence and separation (Tschuchnig & Gadermayr, 2021). In fault 
detection applications, stronger silhouette values are generally interpreted as evidence that normal and 
abnormal behaviors occupy more distinguishable regions in the data space. Reconstruction error, 
commonly associated with representation-learning and autoencoder-based anomaly detection, 
measures how poorly a model reproduces unusual observations after learning dominant patterns from 
mostly normal data. Higher reconstruction error is therefore treated as a signal that the observation 
does not conform to the learned regularities of the system. The literature further emphasizes that the 
choice of evaluation metric shapes the interpretation of model success (Inuwa & Das, 2024). A method 
may produce visually coherent clusters while still failing to isolate operationally significant anomalies, 
or it may yield strong reconstruction contrasts while remaining difficult to calibrate in practice. 
Comparative studies between labeled and unlabeled data settings consistently show that supervised 
models often achieve higher benchmark accuracy when abundant, clean labels are available, but 
unsupervised and anomaly-based models remain more useful in open, evolving environments where 
unknown or zero-day faults are expected. This is particularly important in enterprise networks, where 
obtaining exhaustive labels is costly, error-prone, and often impossible for newly emerging faults (Ul 
Amin et al., 2022). As a result, the literature increasingly frames unlabeled-data performance not as a 
weaker substitute for supervised learning, but as a different analytical objective centered on 
adaptability, novelty detection, and resilience under incomplete knowledge. 
Deep Learning Architectures on Fault Detection 
Deep learning architectures have become increasingly prominent in network fault detection because 
they can learn complex, layered representations from high-volume traffic, log, and telemetry data 
without relying exclusively on manually engineered rules. Within this literature, convolutional neural 
networks, recurrent neural networks, long short-term memory networks, and autoencoders are the 
most frequently discussed architectures because each addresses a different structural property of 
network behavior (Shaalan et al., 2024). Convolutional neural networks are commonly used when 
traffic records, flow matrices, or transformed packet features can be represented in a grid-like format, 
enabling the model to detect localized spatial patterns associated with abnormal communication 
behavior. Recurrent neural networks were introduced to capture sequential dependencies in network 
events, especially where fault signatures unfold over time rather than appear as isolated records. Long 
short-term memory models gained particular importance because they improve the handling of long-
range temporal dependencies, making them useful for detecting slowly developing degradations, 
recurrent congestion episodes, and multi-stage anomalies that ordinary recurrent models may fail to 
retain (Azimi et al., 2020). Autoencoders occupy a related but distinct role by learning compressed 
representations of normal traffic and identifying abnormal events through reconstruction difficulty, 
which is especially useful when labeled fault data are limited. The literature generally presents these 
models not as interchangeable tools but as architecture families whose usefulness depends on data 
structure, the time sensitivity of the application, and the operational meaning of the fault. As enterprise 
networks became more dynamic, distributed, and data-intensive, deep learning attracted attention 
because it could model nonlinearity, temporal interaction, and hidden feature hierarchies more 
effectively than many earlier approaches (Abid et al., 2021). This shift reflects a broader methodological 
change in fault detection research, where the goal is no longer only to classify known failures accurately 
but also to represent the evolving structure of network behavior in a way that supports early, adaptive, 
and scalable detection. 
A major reason deep learning has expanded in fault detection research is its ability to extract both 
temporal and spatial features from complex network data with limited dependence on handcrafted 
feature engineering (Mohd Amiruddin et al., 2020). In the literature, spatial extraction generally refers 
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to the model’s capacity to identify structured local relationships among traffic attributes, packet-level 
arrangements, protocol interactions, or topological activity patterns. Convolutional architectures are 
particularly valued in this regard because they can uncover fine-grained spatial regularities that may 
correspond to coordinated anomalies, abrupt traffic shifts, or structured deviations in communication 
flows. Temporal extraction, by contrast, is associated primarily with recurrent and memory-based 
architectures, which process sequences of observations in a way that preserves order and context. This 
is especially important in enterprise fault detection because many network disruptions are not 
adequately described by single observations; rather, they emerge through gradual changes, repeating 
cycles, or dependencies across consecutive states (Safavi et al., 2021). Long short-term memory models 
are therefore often highlighted for their ability to maintain relevant information over longer sequences, 
enabling more effective recognition of persistent or delayed fault signatures. Across comparative 
studies, these feature extraction capabilities are frequently linked to measurable improvements in 
detection accuracy, recall for rare anomalies, and reductions in false alarm rates. Some studies also 
associate deep learning with lower detection latency in deployment settings because once trained, deep 
architectures can process streaming data efficiently and identify abnormal patterns earlier than 
conventional pipelines that require heavier feature engineering or manual rule adjustment. Even so, 
the literature remains careful in interpreting these gains (Aldrini et al., 2024). Improvements are often 
dataset-dependent, and performance advantages may reflect both architectural strength and the quality 
of preprocessing, representation design, and benchmarking conditions. Nevertheless, the dominant 
conclusion is that deep learning’s main contribution lies in its capacity to learn richer feature hierarchies 
directly from operational data, thereby improving the sensitivity and practical responsiveness of 
network fault detection systems. 
 

Figure 6: Deep Learning Fault Detection Framework 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Despite strong performance results, the literature consistently emphasizes that deep learning 
architectures introduce significant training complexity and computational cost, which complicates their 
adoption in real-world network fault detection environments (Huang et al., 2023). Unlike many 
traditional machine learning models that can be trained relatively quickly on moderate hardware, deep 
architectures often require larger datasets, longer optimization cycles, greater memory capacity, and 
more careful hyperparameter tuning. This is particularly true for recurrent and long short-term 
memory networks, whose sequential processing can increase training time and make optimization 
more sensitive to architecture depth, sequence length, and parameter configuration. Convolutional 
models may be more efficient in some settings, but they also become resource-intensive as network 
data grow in dimensionality or when multiple channels of telemetry are incorporated. Autoencoders, 
especially deeper or stacked variants, add another layer of complexity because their performance 
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depends on balancing representation compression against reconstruction fidelity (Gong et al., 2022). 
The literature therefore frames deep learning not only as a performance-enhancing strategy but also as 
a computational decision with implications for scalability, deployment cost, and maintenance burden. 
In enterprise environments where real-time or near-real-time monitoring is essential, latency during 
inference may be acceptable while training cost remains substantial. This creates a trade-off in which 
organizations benefit from improved detection quality but must invest in infrastructure, optimization 
expertise, and model updating processes. Research also notes that model complexity can affect 
interpretability, making it harder for administrators to understand why a particular event has been 
flagged. For this reason, the measurable value of deep learning is often evaluated against operational 
constraints rather than accuracy alone (Kumar et al., 2022). A model that performs slightly better in 
controlled experiments may still be less desirable if it requires excessive retraining, specialized 
hardware, or impractical energy consumption. Thus, the literature treats computational cost analysis 
as a central part of quantitative evaluation, linking model choice to feasibility, responsiveness, and 
long-term system sustainability. 
Comparative studies between deep learning and traditional machine learning generally conclude that 
deep architectures offer important advantages in representation quality and detection performance, 
but these advantages are neither universal nor cost-free. Traditional models such as decision trees, 
random forests, support vector machines, and naïve Bayes remain competitive in settings where 
datasets are smaller, features are well structured, and interpretability is operationally important. 
However, as network analytics shifted toward larger and more heterogeneous streams of traffic, deep 
learning often demonstrated stronger performance in capturing nonlinear interactions, temporal 
dependencies, and high-dimensional patterns that traditional models struggle to represent directly 
(Sun et al., 2024). Many studies report that convolutional, recurrent, and autoencoder-based systems 
achieve higher detection accuracy, stronger recall for complex anomalies, and better adaptability to 
evolving traffic conditions, particularly when compared with conventional classifiers trained on 
manually selected features. At the same time, the literature also cautions that traditional models may 
outperform deep learning under data scarcity, limited computational resources, or poorly tuned deep 
architectures. This comparative perspective has encouraged hybrid thinking, where deep learning is 
valued for feature learning while traditional methods remain useful for lightweight classification or 
explainable decision support. Transfer learning and the use of pre-trained models add another 
important dimension to this discussion (Ayankoso & Olejnik, 2023). In network analytics, transfer 
learning is increasingly viewed as a way to reduce training burden and improve generalization when 
labeled fault data are limited or when models must be adapted across domains, infrastructures, or 
traffic regimes. Pre-trained representations can accelerate convergence, improve robustness, and 
support knowledge reuse from one monitoring context to another. The literature treats this as especially 
promising for enterprise settings, where collecting large, balanced, and up-to-date labeled datasets is 
often difficult. As a result, transfer learning is emerging as a practical bridge between the high 
representational power of deep learning and the operational realities of network fault detection 
deployment (Stalidis et al., 2021). 
Hybrid and Ensemble Machine Learning Models 
Ensemble learning occupies a central place in quantitative fault detection research because it addresses 
a recurring weakness of single classifiers: performance instability across datasets, class distributions, 
and noise conditions. In this literature, bagging, boosting, and stacking are the most frequently 
examined ensemble strategies because each integrates multiple learners in a different way (Azevedo et 
al., 2024). Bagging is generally used to improve stability by training parallel base models on varied 
samples of the data and then aggregating their decisions, which often reduces sensitivity to random 
fluctuations and overfitting. Boosting follows a different logic by placing greater emphasis on 
previously misclassified instances, thereby producing a sequence of learners that progressively targets 
difficult fault patterns. Stacking extends the ensemble idea further by combining heterogeneous base 
learners through a meta-learner that attempts to exploit their complementary strengths (Gelete, 2023). 
Across comparative studies in intrusion and network fault detection, these strategies are usually 
evaluated not simply as algorithmic combinations but as variance-control and error-balancing 
mechanisms. The literature consistently presents ensemble methods as especially useful when traffic 
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data are heterogeneous, high dimensional, or class imbalanced, because the diversity among base 
learners allows the system to capture decision boundaries that a single model may miss. Quantitatively, 
ensemble frameworks are often associated with stronger generalization, lower false alarm rates, and 
more stable multiclass detection behavior than individual models, especially when benchmarked on 
datasets such as NSL-KDD and other modern intrusion corpora (Lv et al., 2022). The broader 
implication is that ensemble learning is valued not only for marginal gains in accuracy but for 
improving reliability under changing operational conditions, which is crucial in enterprise fault 
detection environments.  
Hybrid models that combine conventional machine learning and deep learning have gained 
prominence because they attempt to merge the interpretability and efficiency of classical classifiers with 
the representational power of neural architectures (Shahri et al., 2024). In fault detection research, this 
often takes the form of deep models being used for feature extraction while machine learning classifiers 
perform the final decision step, or of multiple deep architectures being paired so that one captures 
spatial structure and another models temporal behavior. This hybrid logic is particularly visible in 
combinations such as CNN-LSTM, attention-CNN-LSTM, and ML-assisted deep architectures in which 
preprocessing, feature ranking, or classification is distributed across multiple model families (Mendes 
et al., 2021).  

 
Figure 7: Hybrid and Ensemble Learning Framework 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The literature presents these frameworks as a response to the limitations of using either traditional 
machine learning or deep learning in isolation. Conventional models may struggle with nonlinear and 
sequential patterns in large network streams, while deep models alone can be computationally 
expensive and sensitive to training configuration. By integrating them, researchers aim to improve 
robustness, reduce missed detections, and support better handling of evolving or weakly expressed 
anomalies (Mitra et al., 2022). Comparative studies generally report that hybrid systems outperform 
simpler standalone baselines when the data include both local feature structure and longer temporal 
dependencies. They are therefore framed as architecture-level compromises that try to capture richer 
traffic behavior without fully abandoning the practical advantages of conventional learning pipelines. 
In quantitative terms, hybrid models are typically discussed in relation to better recall for complex 
attacks, stronger multiclass discrimination, and improved resilience across benchmark settings.  
Predictive Analytics Modeling in Fault Forecasting 
Predictive analytics has become increasingly important in network fault forecasting because enterprise 
infrastructures generate continuous streams of temporally ordered data that contain early warning 
signals before visible service degradation occurs. Within this literature, time-series models such as 
ARIMA, LSTM, and GRU are widely discussed because they reflect different traditions in forecasting 
network behavior (Hsu & Liu, 2021). ARIMA represents the statistical modeling tradition, where future 
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states are estimated from past observations through structured temporal dependence, making it useful 
for relatively stable traffic environments with recurring trends and short-memory dynamics. Its appeal 
lies in interpretability and lower computational demand, which made it an important baseline in early 
predictive fault detection studies. However, as network traffic became more nonlinear, bursty, and 
context-dependent, recurrent deep learning models gained prominence (Kumar et al., 2020). LSTM 
architectures are especially valued because they can preserve information across longer sequences, 
allowing them to capture delayed effects, gradual degradations, and extended behavioral 
dependencies that simpler models may overlook. GRU models emerged as a related alternative that 
retains much of the temporal modeling power of LSTM while often using a more compact structure, 
making them attractive in applications where computational efficiency matters. Across the literature, 
these models are not treated as direct substitutes but as forecasting tools suited to different temporal 
conditions, data volumes, and operational constraints (Dubey et al., 2021). Predictive fault detection 
research therefore frames time-series modeling as more than the anticipation of future values; it is an 
effort to recognize how faults evolve through time, how warning signals accumulate, and how model 
choice affects the ability to intervene before failures become operationally costly. 

 
Figure 8: Predictive Time-Series Fault Forecasting Framework 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
A central premise in fault forecasting research is that network anomalies rarely emerge in complete 
isolation and are often preceded by detectable historical patterns in traffic, latency, throughput, error 
logs, or device-level telemetry (Shastri et al., 2020). This has encouraged the use of predictive analytics 
frameworks that learn from past sequences to identify the conditions under which abnormal behavior 
is likely to occur. In the literature, forecasting models are frequently evaluated based on how effectively 
they transform historical observations into early anomaly signals rather than merely describing 
previously observed events. This makes temporal dependence a defining concern, because model 
performance is closely linked to how well sequential relationships are represented. Traditional 
statistical approaches such as ARIMA perform well when the series exhibits relatively regular temporal 
structure, seasonal behavior, or short-range dependence. By contrast, recurrent deep learning models 
are preferred when network behavior includes complex nonlinear interactions, long-term 
dependencies, or multi-stage anomaly buildup (Animas et al., 2022). LSTM and GRU architectures are 
especially emphasized because they can encode persistence, delayed causality, and sequence context 
in ways that improve the detection of subtle or progressive faults. The literature repeatedly shows that 
temporal dependencies are not just background characteristics of network data; they are often the main 
source of predictive signal. Models that ignore ordering or treat observations as independent typically 
lose important information about how anomalies evolve over time. As a result, time-aware models tend 
to outperform static learning approaches in forecasting tasks, particularly when the objective is 
proactive intervention. This has led to a growing consensus that successful predictive fault detection 
depends not only on algorithmic sophistication but also on the ability to preserve and exploit the 
temporal structure embedded in network operations (Ye & Dai, 2021). 
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The quantitative evaluation of predictive fault forecasting models extends beyond conventional 
classification accuracy because forecasting systems are judged not only by whether they predict 
correctly, but also by how early and how reliably they do so (Satrio et al., 2021). In this literature, 
prediction accuracy is often assessed through standard error-based or classification-based measures, 
yet these metrics are increasingly complemented by lead time analysis, which evaluates the temporal 
distance between the model’s warning and the actual fault event. Lead time is especially important in 
enterprise settings because the operational value of a prediction depends on whether administrators 
have enough time to respond, reconfigure, or isolate affected components before service disruption 
occurs. A model that predicts accurately but too late may be less useful than one with slightly lower 
precision but earlier actionable detection (Ning et al., 2022). Comparative studies therefore often 
distinguish between short-term and long-term prediction models, showing that short-horizon 
forecasting typically achieves stronger numerical accuracy because it relies on more immediate 
temporal continuity, whereas long-horizon forecasting is more difficult due to uncertainty 
accumulation and shifting system conditions. Deep recurrent models often show advantages in 
preserving useful signals across longer windows, but even these models usually experience 
performance decline as the prediction horizon expands. Statistical baselines may remain competitive 
in short-term settings, especially when patterns are stable and the system is not highly nonlinear. This 
has led the literature to emphasize horizon-aware evaluation rather than general claims of model 
superiority. Quantitative assessment in predictive fault detection is therefore multidimensional, 
combining correctness, timeliness, and horizon sensitivity (Zhang et al., 2021). The broader conclusion 
is that prediction quality must be interpreted in relation to operational usefulness, not only abstract 
accuracy, since the value of a forecasting model lies in its ability to support timely and effective 
preventive action. 
Decision-Making in Self-Healing Systems 
Reinforcement learning has gained increasing importance in self-healing network systems because it 
offers a decision-making framework in which an agent learns how to act through repeated interaction 
with a dynamic environment rather than relying solely on predefined rules. In the literature, the 
foundations of this approach are typically introduced through Q-learning and Deep Q-Networks, since 
these methods represent the transition from tabular learning in relatively simple state-action spaces to 
deep function approximation in more complex and high-dimensional environments (Johnphill et al., 
2023). Q-learning is frequently discussed as an early and influential method because it allows an agent 
to estimate the long-term value of actions based on observed rewards, making it suitable for sequential 
control problems such as rerouting traffic, reallocating resources, or recovering from localized failures. 
However, as enterprise and communication networks became more heterogeneous and state spaces 
expanded, traditional Q-learning faced limitations in scalability and representation. Deep Q-Networks 
addressed part of this difficulty by integrating neural networks into value estimation, allowing 
reinforcement learning agents to generalize across larger and more complex operational states (Jo et al., 
2024). In self-healing systems, this shift is important because faults rarely occur in static or fully 
predictable conditions. Instead, recovery decisions must often be made under uncertainty, partial 
observability, and changing workload demands. The literature therefore presents reinforcement 
learning not simply as another optimization tool, but as a framework for autonomous adaptation in 
which the system continuously improves its recovery behavior over time (Epureanu et al., 2020). This 
foundation has become especially relevant in modern network management, where rigid automation 
strategies are increasingly seen as insufficient for handling evolving failures, competing performance 
objectives, and the need for real-time resilience. 
A central area of reinforcement learning research in self-healing systems concerns its application to 
automated fault recovery and network optimization. In this literature, an agent is typically trained to 
observe the operational state of the network, select a recovery or control action, and then update its 
decision policy according to a reward signal that reflects the quality of that action. Typical actions may 
include rerouting traffic, redistributing workloads, reallocating bandwidth, isolating faulty 
components, adjusting control parameters, or initiating service reconfiguration (Alonso et al., 2021). 
The effectiveness of this process depends heavily on reward function design, which the literature 
consistently identifies as one of the most critical and difficult aspects of reinforcement learning 
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deployment. Reward functions determine which system objectives are prioritized and how trade-offs 
are handled among recovery speed, service availability, packet loss, latency, energy use, and resource 
efficiency. If rewards are defined too narrowly, the agent may optimize one operational target while 
degrading others; if they are too broad or poorly scaled, learning can become unstable or inefficient 
(Karim et al., 2020). Policy optimization strategies therefore play a major role in the literature, with 
studies examining how exploration, exploitation balance, value updating, and deep policy 
representation influence convergence and practical performance. This is especially important in self-
healing contexts, where decisions must not only restore service but do so without triggering secondary 
instability. The broader research trend suggests that reinforcement learning becomes most valuable 
when recovery is treated as a sequential optimization problem rather than a one-time response. In such 
settings, policy learning enables the system to discover recovery behaviors that are adaptive, context-
sensitive, and better aligned with operational objectives than fixed automation routines (Rajput & 
Sikka, 2021). 

 
Figure 9: Reinforcement Learning for Self-Healing Systems 

 

 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
The quantitative appeal of reinforcement learning in self-healing systems is often expressed through 
measurable reductions in recovery time, improved service continuity, and better resource utilization 
when compared with conventional rule-based automation. In many studies, recovery time reduction is 
treated as a key performance indicator because the practical value of autonomous healing depends on 
how quickly the system can detect disruption, choose an action, and restore acceptable operating 
conditions (White et al., 2022). Reinforcement learning is often reported to improve this process by 
learning action sequences that minimize downtime over repeated interactions, rather than following 
preprogrammed rules that may be suboptimal under unfamiliar circumstances. Comparative literature 
frequently contrasts this adaptive behavior with rule-based automation, where responses are typically 
derived from expert-defined thresholds, fixed control logic, or scripted workflows. Although rule-
based systems remain attractive because they are interpretable, predictable, and relatively easy to 
validate, they often struggle when network states change in ways not anticipated during system design 
(Lakshmi & Azad, 2023). Reinforcement learning, by contrast, is valued for its ability to revise decision 
priorities based on observed outcomes, which allows it to handle fault scenarios that fall outside 
predefined recovery templates. Quantitative studies therefore often report gains not only in recovery 
speed but also in robustness across variable fault conditions, traffic loads, and topology changes. At 
the same time, the literature remains cautious and notes that these improvements depend on stable 
training, representative environments, and safe exploration mechanisms (Piardi et al., 2023). Thus, 
reinforcement learning is not portrayed as an automatic replacement for deterministic automation, but 
as a more adaptive alternative whose advantages become clearer as the network environment becomes 
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less predictable and more operationally complex. 
Scalability and adaptability are among the most important reasons reinforcement learning is studied 
for autonomous decision-making in self-healing systems. Modern communication and enterprise 
networks operate under conditions of continuous change, including fluctuating traffic patterns, 
varying service priorities, distributed infrastructure, and evolving fault behavior (Inshi et al., 2024). In 
such environments, static automation rules can quickly become outdated because they rely on 
assumptions about network states and recovery pathways that may no longer hold. The literature 
presents reinforcement learning as particularly attractive in these settings because it is designed to 
improve through continued interaction and can, in principle, adapt its decision policy as the 
environment evolves. This adaptability is especially relevant in large-scale or software-defined 
networks, where control decisions may need to respond to both local disturbances and system-wide 
performance consequences (S. Lee et al., 2024). Deep reinforcement learning approaches are often 
highlighted for their potential to support this scalability, as neural representations enable policy 
learning over larger state spaces than classical tabular approaches. However, the literature also 
emphasizes that scalability is not guaranteed simply by using deep models. Larger environments 
introduce greater training cost, slower convergence, more complex state representations, and higher 
risks associated with unsafe exploration. As a result, many studies examine reinforcement learning in 
controlled or simulated settings before arguing for deployment in production environments (Aldrini 
et al., 2024). Even with these limitations, the broader conclusion across the literature is that 
reinforcement learning offers a distinctive advantage in dynamic network environments because it 
supports continuous adaptation rather than static compliance with predefined rules. This makes it 
especially relevant to self-healing architectures that must remain effective under uncertainty, 
operational drift, and increasing system complexity. 
Big Data Integration in Network Management 
Data-driven network management increasingly depends on big data platforms because modern 
communication environments generate massive and continuous streams of logs, packet traces, 
telemetry records, alarm messages, and performance counters that exceed the capacity of conventional 
database-centered monitoring systems. In the literature, Hadoop and Spark are repeatedly identified 
as foundational platforms for handling this scale because they support distributed storage, parallel 
processing, and scalable analytics over heterogeneous network data (Tamym et al., 2021). Hadoop is 
commonly associated with batch-oriented processing and large-scale archival analysis, making it useful 
for retrospective fault investigation, traffic pattern mining, and long-window performance modeling. 
Spark, by contrast, is frequently described as better aligned with iterative machine learning and faster 
in-memory analytics, which makes it attractive for near-real-time detection tasks and repeated model 
training on large network datasets. Researchers often present these platforms not merely as 
infrastructure choices but as enablers of a broader analytical shift from isolated network monitoring 
tools toward integrated data ecosystems (Ikegwu et al., 2022). This shift is important because network 
fault detection increasingly requires combining structured and unstructured sources, including 
configuration data, protocol statistics, event sequences, and application-layer indicators. Within this 
framework, big data platforms provide the computational backbone for storing, cleaning, correlating, 
and analyzing data at a scale that supports predictive and adaptive management. The literature 
therefore treats Hadoop- and Spark-oriented architectures as central to the transformation of network 
management into a data-intensive discipline, where the ability to process volume and variety is directly 
linked to the quality, timeliness, and operational value of fault detection outcomes (Rane & Narvel, 
2022). 
The literature on real-time fault detection places strong emphasis on data pipeline architecture because 
the analytical performance of a model depends heavily on how data are collected, transformed, 
synchronized, and delivered for decision-making. In network management research, modern pipelines 
are usually conceptualized as multistage systems that ingest streaming telemetry, preprocess noisy 
records, engineer features, combine heterogeneous sources, and then deliver structured inputs to 
detection or forecasting models (Kayabay et al., 2022). This pipeline perspective reflects the recognition 
that model accuracy is not determined by the learning algorithm alone; it is also shaped by the quality 
and coherence of the upstream data engineering process. Feature engineering remains central in this 
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literature because raw network data often contain redundancy, missing values, weakly informative 
variables, and inconsistent sampling intervals. As a result, researchers focus on extracting temporal, 
statistical, protocol-aware, and context-sensitive features that better represent fault-relevant behavior. 
Data fusion techniques extend this logic by integrating signals from multiple modalities, such as traffic 
flows, system logs, control-plane records, and service-level measurements, in order to reveal fault 
signatures that may not be visible in any single source (Osman & Elragal, 2021). This is especially 
important in real-time environments, where isolated indicators can be ambiguous but cross-source 
correlation improves the ability to distinguish normal variation from operationally meaningful 
anomalies. The literature consistently suggests that well-designed pipelines improve not only detection 
accuracy but also responsiveness and robustness, since they reduce noise propagation and preserve the 
temporal consistency needed for streaming analytics. Thus, pipeline architecture is treated as an 
analytical asset in its own right, linking data acquisition and engineering decisions directly to the 
measurable success of fault detection systems (Sarker, 2021). 

 
Figure 10: Data-Driven Network Management Architecture 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
A major concern in data-driven network management is the quantitative impact of data volume and 
velocity on model performance. The literature shows that increasing data volume can improve learning 
quality by exposing models to more representative operational patterns, a wider variety of network 
states, and rarer fault events that would otherwise remain underrepresented. However, these benefits 
are not unlimited, because very large data volumes can also intensify storage demands, feature 
redundancy, computational overhead, and latency in training and inference (Saadane et al., 2022). Data 
velocity introduces an additional challenge, particularly in streaming environments where telemetry 
arrives continuously and decisions must be made under strict timing constraints. High-velocity data 
can improve situational awareness and enable earlier fault detection, yet it also places pressure on the 
architecture to support low-latency ingestion, rapid preprocessing, and timely model execution. Cloud-
based machine learning deployment is frequently proposed in the literature as a response to these 
pressures because it offers elastic computation, scalable storage, and centralized orchestration of 
analytics workflows (Marinakis, 2020). Researchers often describe cloud deployment as especially 
effective for model benchmarking, distributed training, and large-scale experimentation, since it allows 
comparative evaluation of architectures under realistic workload conditions without the hardware 
limitations of local infrastructure. At the same time, cloud-based systems are not portrayed as 
universally optimal. The literature notes that performance depends on network bandwidth, 
deployment design, service latency, and the cost of moving high-rate data streams between operational 
environments and remote analytics platforms. Consequently, quantitative benchmarking in this area 
often examines not only model accuracy but also processing delay, throughput, scalability, and 
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resource utilization (Peng et al., 2022). This broader evaluation perspective reflects the understanding 
that in network management, a highly accurate model is only valuable if the surrounding deployment 
architecture can sustain it at the speed and scale required by operational reality. 
Self-Healing Mechanisms Across Network Domains 
Self-healing mechanisms have been widely explored across multiple network domains, including 
telecommunications, cloud computing, and Internet of Things environments, each presenting distinct 
operational challenges and architectural constraints. In telecommunications networks, self-healing 
capabilities are often embedded within highly structured infrastructures such as software-defined 
networking and network function virtualization, where centralized controllers can monitor 
performance and initiate recovery actions with relatively high coordination efficiency (Johnphill et al., 
2023).Cloud computing environments, on the other hand, emphasize elasticity, virtualization, and 
service abstraction, which enable automated fault recovery through dynamic resource allocation, 
workload migration, and redundancy management (Rodríguez et al., 2021). In contrast, IoT networks 
introduce a more decentralized and heterogeneous context, where devices vary widely in capability, 
connectivity, and reliability, making fault detection and recovery more complex. The literature 
highlights that self-healing in IoT systems often relies on lightweight, distributed decision-making due 
to limited computational resources and intermittent communication. Across these domains, 
implementation strategies differ not only in technical design but also in the level of automation and 
integration with control systems. Telecommunications networks tend to prioritize reliability and 
service continuity at scale, cloud systems emphasize flexibility and scalability, and IoT environments 
focus on resilience under constrained conditions (Shen et al., 2022). Despite these differences, a unifying 
theme in the literature is the transition from reactive fault management toward proactive and adaptive 
recovery systems. This evolution reflects the growing importance of automation in maintaining system 
performance under dynamic conditions, where manual intervention becomes impractical due to the 
scale and complexity of modern network infrastructures. 
 

Figure 11: Self-Healing Mechanisms Across Network Domains 
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METHODS 
The study adopted a quantitative comparative research design grounded in a retrospective and cross-
sectional analytical framework to evaluate machine learning applications in enterprise network fault 
detection and self-healing infrastructure between 2018 and 2026. This approach was selected because 
the study systematically compared previously published empirical findings rather than generating 
primary experimental data. The theoretical framework was based on performance evaluation and 
comparative analytics, where different categories of machine learning models, including traditional 
machine learning, deep learning, hybrid models, unsupervised learning, and reinforcement learning, 
were examined across multiple enterprise network domains. The design emphasized measurable 
performance indicators such as detection accuracy, precision, recall, F1-score, latency, mean time to 
detect, mean time to repair, and system uptime. By structuring the study around these quantifiable 
variables, the research aimed to identify statistically significant differences in model performance, 
recovery efficiency, and adaptability across telecommunications, cloud computing, software-defined 
networks, and IoT-enabled enterprise systems. 
 

Figure 12: Methodology of this study 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The participants or materials in this study consisted of published empirical studies rather than human 
subjects, and these were selected using a purposive sampling strategy to ensure methodological 
relevance and data quality. The sampling process targeted peer-reviewed journal articles, conference 
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proceedings, and indexed technical publications retrieved from databases such as Scopus, Web of 
Science, IEEE Xplore, ScienceDirect, SpringerLink, and ACM Digital Library. Inclusion criteria required 
that studies be published between 2018 and 2026, focus on enterprise network fault detection or self-
healing systems, and report quantitative performance metrics suitable for comparative analysis. 
Studies were included if they presented measurable results such as classification accuracy, anomaly 
detection performance, prediction outcomes, or recovery efficiency indicators. Exclusion criteria 
eliminated conceptual papers, review articles without primary data, studies unrelated to enterprise 
network environments, and those lacking sufficient statistical detail for extraction. This selection 
process ensured that only empirically grounded and quantitatively analysable studies were 
incorporated into the dataset.The instrumentation for data collection consisted of a structured data 
extraction matrix developed specifically for this study, supported by digital research tools and 
statistical software. The matrix functioned as the primary instrument for capturing standardized 
information from each selected study, including bibliographic details, model type, dataset 
characteristics, validation techniques, and reported performance metrics. Reference management 
software such as Zotero or Mendeley was used to organize sources and eliminate duplicates, while 
Microsoft Excel or Google Sheets was used to construct and maintain the extraction database. The 
instrument was conceptually validated by aligning its variables with established constructs in the 
literature on machine learning and network fault detection. Reliability was enhanced through 
consistent coding rules and repeated verification of extracted values. Although traditional survey 
validation measures such as Cronbach’s alpha were not directly applicable, internal consistency was 
ensured through standardized variable definitions and cross-checking procedures to maintain data 
integrity. 
The experimental procedure followed a systematic and chronological workflow beginning with 
database search and study identification, followed by screening, eligibility assessment, and final 
selection of studies. Initially, relevant literature was retrieved using keyword combinations related to 
machine learning, fault detection, predictive analytics, self-healing systems, and enterprise networks. 
Titles and abstracts were screened to remove irrelevant studies, after which full-text reviews were 
conducted to confirm eligibility based on predefined criteria. Once the final sample was established, 
each study was coded using the structured extraction matrix, and relevant quantitative data were 
recorded. Data preprocessing was then performed to standardize metric formats, resolve 
inconsistencies, and ensure comparability across studies. Where necessary, metrics reported under 
different terminologies were harmonized into common analytical categories without altering their 
original meaning. This structured procedure ensured methodological rigor and consistency in data 
handling throughout the research process.The data analysis followed a comprehensive statistical plan 
using both descriptive and inferential quantitative techniques. Statistical analysis was conducted using 
software such as SPSS, R, or Python, depending on availability and analytical requirements. Descriptive 
statistics were first applied to summarize the dataset, including mean values, standard deviations, 
frequency distributions, and ranges for key performance indicators. Inferential statistical tests were 
then employed to compare differences across model categories and network domains. Independent-
samples t-tests were used for comparisons between two groups, while one-way analysis of variance 
was applied when comparing more than two model types or domains. Post hoc tests, such as Tukey’s 
method, were conducted to identify specific group differences following significant results. Where 
assumptions of normality or homogeneity of variance were not satisfied, nonparametric alternatives 
such as the Mann–Whitney U test or Kruskal–Wallis test were applied. Correlation analysis was used 
to examine relationships among variables such as model complexity, dataset type, and performance 
outcomes, while multiple regression analysis was employed to assess the predictive influence of 
independent variables on detection accuracy and recovery efficiency. Statistical significance was 
determined at a conventional threshold of p less than 0.05, and effect sizes were interpreted alongside 
significance values to ensure practical relevance. This statistical plan enabled a rigorous and 
quantitatively grounded comparison of machine learning approaches in enterprise network fault 
detection and self-healing infrastructure. 
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FINDINGS 
Participant and Sample Characteristics 
The findings revealed that a total of 124 empirical studies published between 2018 and 2026 met the 
inclusion criteria and were included in the final comparative dataset. The distribution of studies 
showed a steady increase in publications over time, with the highest concentration observed between 
2022 and 2025, reflecting the growing research interest in AI-driven network fault detection and self-
healing systems. In terms of publication type, the majority of studies were sourced from peer-reviewed 
journals, followed by conference proceedings, indicating a strong balance between theoretical 
advancement and applied experimentation. Database coverage demonstrated that IEEE Xplore and 
Scopus contributed the largest share of studies, followed by ScienceDirect and SpringerLink, ensuring 
broad academic representation. 
The classification of studies by algorithm family indicated that deep learning approaches accounted for 
the largest proportion of implementations, followed by traditional machine learning and hybrid or 
ensemble methods. Unsupervised and reinforcement learning approaches were less frequently 
represented but showed increasing adoption in later years. Network domain analysis revealed that 
cloud computing and software-defined networks were the most studied environments, followed by 
telecommunications and IoT systems. The dataset characteristics further indicated that a majority of 
studies relied on benchmark datasets, while a smaller proportion utilized real-world enterprise data. 
Evaluation contexts showed a dominance of simulation-based testing over deployment-based 
validation, although recent studies increasingly incorporated real-time or production-oriented 
evaluations. Overall, the sample demonstrated sufficient diversity across model types, datasets, and 
domains to support robust comparative and subgroup analysis. 
 

Table 1: Distribution of Studies by Algorithm Family and Network Domain 
 

Category Number of Studies Percentage (%) 

Algorithm Family   

Traditional Machine Learning 28 22.6 

Deep Learning 42 33.9 

Hybrid/Ensemble Models 24 19.4 

Unsupervised Methods 18 14.5 

Reinforcement Learning 12 9.6 

Network Domain   

Telecommunications 26 21.0 

Cloud Computing 34 27.4 

Software-Defined Networks (SDN) 30 24.2 

IoT/Edge Systems 22 17.7 

Hybrid/Multi-domain Systems 12 9.7 

 
Table 1 presented the distribution of studies across algorithm families and network domains, 
demonstrating the dominance of deep learning approaches, which accounted for approximately one-
third of the total sample. Traditional machine learning and hybrid models also contributed 
significantly, indicating continued relevance alongside newer techniques. In terms of network 
domains, cloud computing and software-defined networks represented the largest proportion of 
applications, reflecting their adaptability to data-driven architectures. Telecommunications and IoT 
systems showed moderate representation, while multi-domain studies remained limited. This 
distribution confirmed that the dataset captured a balanced yet evolving landscape of machine learning 
applications in enterprise network environments. 
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Table 2: Dataset Type, Evaluation Context, and Performance Metrics Usage 
 

Category Number of Studies Percentage (%) 

Dataset Type   

Benchmark Datasets (KDD, NSL-KDD) 72 58.1 

Real-World Enterprise Data 38 30.6 

Hybrid/Synthetic Data 14 11.3 

Evaluation Context   

Simulation-Based Testing 76 61.3 

Real-Time/Deployment-Based Testing 48 38.7 

Common Performance Metrics Used   

Accuracy 110 88.7 

Precision/Recall/F1-score 96 77.4 

ROC-AUC 68 54.8 

Latency/Detection Time 52 41.9 

MTTR/Recovery Metrics 39 31.5 

 
Table 2 summarized the dataset characteristics, evaluation contexts, and commonly reported 
performance metrics across the selected studies. The findings indicated a strong reliance on benchmark 
datasets, particularly legacy intrusion detection datasets, which accounted for more than half of the 
sample. Real-world enterprise data usage was comparatively lower but showed a gradual increase in 
recent studies. Simulation-based evaluation dominated the research landscape, although deployment-
based testing demonstrated growing adoption. In terms of metrics, accuracy and classification-based 
indicators were most frequently reported, while recovery-related metrics such as mean time to repair 
were less consistently measured, highlighting a gap in self-healing performance evaluation. 
Descriptive Contexts 
The descriptive analysis revealed clear patterns in the distribution of machine learning model families 
and evaluation contexts across the selected studies. Supervised learning approaches remained the most 
widely used category, accounting for a substantial portion of the total sample, particularly in earlier 
years between 2018 and 2020. However, a notable shift was observed over time, with deep learning and 
hybrid architectures gaining dominance in the later period from 2022 to 2026. Unsupervised anomaly 
detection methods maintained moderate usage throughout the study period, particularly in contexts 
involving unknown or zero-day fault detection, while reinforcement learning approaches, although 
less frequent, showed gradual growth in recent years due to their relevance in self-healing and 
autonomous network optimization. 
Temporal analysis indicated that traditional machine learning models experienced a relative decline in 
proportional usage, while deep learning models showed the most significant increase, reflecting 
advancements in computational capabilities and data availability. Hybrid and ensemble approaches 
also demonstrated steady growth, suggesting an increasing preference for integrated modeling 
strategies to enhance robustness and accuracy. In terms of evaluation contexts, cross-validation 
techniques were the most frequently employed validation strategy, followed by holdout validation and 
real-time deployment testing. Preprocessing strategies such as feature selection, normalization, and 
dimensionality reduction were widely reported, particularly in studies utilizing high-dimensional 
datasets. Deployment settings showed a predominance of simulation-based environments, although 
real-time and cloud-based implementations increased in recent years. Overall, the descriptive findings 
confirmed a clear methodological evolution toward more complex, data-driven, and adaptive 
modeling approaches. 
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Table 3: Distribution of Model Families Across Study Periods (2018–2026) 
 

Model Family 2018–2020 2021–2022 2023–2026 Total Percentage (%) 

Traditional ML 18 7 3 28 22.6 

Deep Learning 8 14 20 42 33.9 

Hybrid/Ensemble 5 8 11 24 19.4 

Unsupervised Methods 6 6 6 18 14.5 

Reinforcement Learning 2 4 6 12 9.6 

Total 39 39 46 124 100 

 
Table 3 illustrated the temporal distribution of model families across three distinct periods within the 
study timeframe. The findings demonstrated a clear transition from traditional machine learning 
methods toward deep learning and hybrid architectures. Traditional models dominated the early 
period but declined significantly in later years, while deep learning approaches showed continuous 
growth, becoming the most prominent category by 2023–2026. Hybrid and ensemble models also 
increased steadily, reflecting growing interest in model integration. Unsupervised methods remained 
relatively stable, while reinforcement learning exhibited gradual adoption. This distribution 
highlighted the evolving methodological landscape and confirmed a shift toward more advanced and 
adaptive machine learning techniques. 
 

Table 4: Evaluation Contexts, Validation Methods, and Preprocessing Techniques 
 

Category Number of Studies Percentage (%) 

Validation Method   

Cross-Validation 68 54.8 

Holdout Validation 32 25.8 

Real-Time/Deployment Testing 24 19.4 

Preprocessing Strategy   

Feature Selection 74 59.7 

Normalization/Scaling 66 53.2 

Dimensionality Reduction 48 38.7 

Deployment Setting   

Simulation-Based 76 61.3 

Cloud-Based Implementation 28 22.6 

Edge/Real-Time Systems 20 16.1 

 
Table 4 presented the distribution of evaluation contexts, validation strategies, and preprocessing 
techniques across the analyzed studies. The results showed that cross-validation was the most 
commonly used validation approach, reflecting its importance in ensuring model generalizability. 
Feature selection and normalization were the dominant preprocessing techniques, indicating a strong 
emphasis on improving model efficiency and accuracy. Simulation-based environments remained the 
primary deployment setting, although cloud-based and edge implementations demonstrated 
increasing adoption. These findings suggested that while methodological rigor in validation and 
preprocessing was well established, real-time deployment and operational evaluation were still 
emerging areas in enterprise network research. 
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Comparative Performance of Machine Learning Model Families 
The comparative performance analysis demonstrated statistically significant differences among 
machine learning model families across key fault detection and self-healing performance indicators. 
Deep learning models achieved the highest overall performance in terms of accuracy, precision, recall, 
and F1-score, reflecting their superior capability in capturing complex nonlinear and temporal patterns 
within network data. Hybrid and ensemble models closely followed, showing strong performance due 
to their ability to integrate multiple learning mechanisms and reduce model variance. Traditional 
machine learning models, while still effective, exhibited comparatively lower performance, particularly 
in high-dimensional and dynamic network environments. Unsupervised methods demonstrated 
moderate effectiveness, especially in anomaly-rich scenarios where labeled data were limited, although 
their precision was generally lower than supervised approaches. Reinforcement learning models 
showed distinct advantages in recovery-related metrics, particularly in reducing mean time to repair 
and improving system uptime, highlighting their relevance in self-healing infrastructure. 
Inferential statistical analysis using one-way ANOVA revealed significant differences across model 
families for all major performance metrics at the established significance threshold. Post hoc 
comparisons confirmed that deep learning and hybrid models significantly outperformed traditional 
machine learning approaches in detection accuracy and related classification metrics. Effect size 
analysis indicated moderate to large practical differences, particularly between deep learning and 
traditional models, as well as between reinforcement learning and other approaches in recovery 
efficiency metrics. These findings suggested that while no single model type dominated across all 
indicators, deep learning and hybrid architectures provided the most balanced and consistently strong 
performance, whereas reinforcement learning contributed uniquely to autonomous recovery and 
system resilience. 
 

Table 5: Comparative Performance Metrics Across Model Families 
 

Model Family Accuracy (%) Precision (%) Recall (%) F1-Score (%) Latency (ms) 

Traditional ML 88.4 86.9 85.7 86.3 145 

Deep Learning 94.2 93.5 92.8 93.1 120 

Hybrid/Ensemble 92.6 91.8 91.1 91.4 130 

Unsupervised Methods 85.3 82.7 87.5 84.9 135 

Reinforcement Learning 89.1 87.6 88.9 88.2 125 

 
Table 5 presented the comparative performance of different machine learning model families across 
classification and latency metrics. Deep learning models achieved the highest scores across all 
classification indicators, confirming their superior predictive capability. Hybrid and ensemble 
approaches also performed strongly, benefiting from combined model strengths. Traditional machine 
learning models showed acceptable but comparatively lower performance, particularly in recall and 
F1-score. Unsupervised methods demonstrated lower precision but maintained reasonable recall, 
reflecting their suitability for anomaly detection. Reinforcement learning models achieved moderate 
classification performance but maintained competitive latency. Overall, the table highlighted clear 
performance advantages for deep and hybrid models in enterprise fault detection tasks. 

 
Table 6: Recovery Performance and System Reliability Metrics 

 
Model Family MTTD (sec) MTTR (sec) Uptime (%) Effect Size (η²) 

Traditional ML 12.5 28.4 96.2 0.21 
Deep Learning 9.2 22.7 97.8 0.34 
Hybrid/Ensemble 10.1 24.3 97.2 0.29 
Unsupervised Methods 11.8 27.6 96.5 0.18 
Reinforcement Learning 8.4 19.6 98.3 0.41 
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Table 6 summarized recovery-related performance metrics across model families, focusing on detection 
time, repair time, and system uptime. Reinforcement learning models demonstrated the strongest 
performance in reducing both mean time to detect and mean time to repair, resulting in the highest 
uptime percentage. Deep learning and hybrid models also showed notable improvements over 
traditional approaches, although their recovery efficiency was slightly lower than reinforcement 
learning. Unsupervised methods exhibited relatively slower recovery times, reflecting limitations in 
precise fault localization. Effect size values indicated that reinforcement learning and deep learning 
had the most substantial practical impact on recovery performance, confirming their importance in self-
healing systems. 
Comparative Effectiveness Across Network Domains 
The comparative analysis across enterprise network domains revealed statistically significant 
differences in model performance, indicating that the operational environment played a moderating 
role in the effectiveness of machine learning applications. Cloud computing and software-defined 
network environments demonstrated the highest overall detection accuracy and recovery efficiency, 
largely due to their scalable architectures, centralized control mechanisms, and high data availability. 
Telecommunications networks also showed strong performance, particularly in uptime and stability 
metrics, reflecting mature orchestration and redundancy mechanisms. In contrast, IoT and edge-
enabled systems exhibited comparatively lower performance across several indicators, primarily due 
to resource constraints, data fragmentation, and limited computational capacity at the device level. 
Inferential analysis confirmed that these differences were statistically significant across key 
performance indicators, including accuracy, latency, mean time to detect, and mean time to repair. Post 
hoc comparisons revealed that cloud and software-defined networks significantly outperformed IoT-
based systems in both detection and recovery measures. Effect size analysis indicated moderate to large 
differences, particularly in recovery-related metrics, suggesting that domain characteristics had a 
substantial practical impact on model performance. Furthermore, interaction analysis showed that 
deep learning and hybrid models performed most effectively in cloud and SDN environments, while 
reinforcement learning models demonstrated notable advantages in telecommunications and dynamic 
network settings. These findings highlighted the importance of aligning machine learning model 
selection with specific network domain requirements. 
 

Table 7: Comparative Detection Performance Across Network Domains 
 

Network Domain Accuracy (%) Precision (%) Recall (%) F1-Score (%) Latency (ms) 

Telecommunications 92.1 91.3 90.8 91.0 125 

Cloud Computing 94.8 94.1 93.6 93.8 110 

Software-Defined Networks 93.6 92.9 92.4 92.6 115 

IoT/Edge Systems 88.5 87.2 86.9 87.0 140 

Hybrid/Multi-domain 91.7 90.8 90.2 90.5 120 

 
Table 7 presented the comparative detection performance across different network domains. Cloud 
computing environments achieved the highest accuracy and precision values, indicating strong 
suitability for data-driven fault detection models. Software-defined networks also demonstrated high 
performance, benefiting from centralized control and programmable infrastructure. 
Telecommunications systems maintained strong and consistent results, particularly in stability-related 
measures. IoT and edge systems exhibited comparatively lower performance across all metrics, 
reflecting constraints in computational resources and data quality. Hybrid environments showed 
balanced performance across indicators. Overall, the results confirmed that domain characteristics 
significantly influenced detection effectiveness in enterprise network systems. 
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Table 8: Comparative Recovery Efficiency and Reliability Across Network Domains 
 

Network Domain MTTD (sec) MTTR (sec) Uptime (%) Effect Size (η²) 

Telecommunications 9.5 21.8 98.1 0.36 

Cloud Computing 8.7 19.9 98.6 0.41 

Software-Defined Networks 9.0 20.5 98.3 0.38 

IoT/Edge Systems 12.8 28.7 96.4 0.27 

Hybrid/Multi-domain 10.2 23.1 97.5 0.33 

 
Table 8 summarized recovery efficiency and system reliability across network domains, highlighting 
differences in detection and repair times. Cloud computing environments achieved the lowest mean 
time to detect and repair, resulting in the highest uptime percentage, which indicated superior recovery 
capability. Software-defined networks and telecommunications systems also demonstrated strong 
performance, reflecting effective orchestration and fault management strategies. IoT and edge systems 
showed slower recovery times and lower uptime, emphasizing challenges related to distributed 
architectures and resource limitations. Effect size values indicated moderate to large practical 
differences, confirming that network domain significantly influenced recovery efficiency and overall 
system resilience. 
Secondary and Subgroup Analysis by Dataset Type, Validation Strategy, and Time Period 
The subgroup analysis revealed that methodological factors significantly influenced reported model 
performance across the reviewed studies. Dataset type emerged as a critical determinant, with studies 
utilizing benchmark datasets consistently reporting higher accuracy and classification metrics 
compared to those using real-world enterprise data. This difference was attributed to the controlled 
and often less noisy nature of benchmark datasets, which allowed models to perform under idealized 
conditions. In contrast, real-world datasets exhibited greater variability, leading to lower but more 
realistic performance outcomes. Synthetic datasets demonstrated intermediate results, providing 
controlled variability but lacking the full complexity of operational environments. 
Validation strategy also showed a notable impact on performance results. Studies employing k-fold 
cross-validation demonstrated more stable and generalizable outcomes compared to those using 
simple holdout validation. Simulation-based testing yielded higher performance values, whereas real-
time deployment evaluations reported lower but more practical results due to operational constraints. 
Temporal analysis further indicated that studies published in the later period from 2023 to 2026 
reported improved performance across most metrics, reflecting advancements in model architectures, 
data preprocessing techniques, and computational capabilities. Inferential analysis confirmed that 
these subgroup differences were statistically significant, with moderate effect sizes indicating 
meaningful practical implications. These findings emphasized that methodological design, rather than 
model type alone, played a substantial role in shaping reported outcomes in enterprise network fault 
detection research. 
 

Table 9: Performance Comparison by Dataset Type 
 

Dataset Type Accuracy (%) Precision (%) Recall (%) F1-Score (%) Effect Size (η²) 

Benchmark Datasets 93.8 92.9 92.1 92.5 0.39 

Real-World Data 89.6 88.7 87.9 88.3 0.31 

Synthetic/Hybrid Data 91.2 90.4 89.7 90.0 0.34 

 
Table 9 presented the comparative performance across different dataset types, highlighting clear 
differences in model outcomes. Studies using benchmark datasets achieved the highest accuracy and 
classification metrics, reflecting the structured and less noisy nature of these datasets. Real-world 
enterprise data resulted in lower performance values, indicating the challenges associated with 
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complex and heterogeneous network environments. Synthetic or hybrid datasets showed intermediate 
performance, balancing control and variability. The effect size values suggested moderate practical 
differences among dataset types, confirming that dataset selection significantly influenced the reported 
effectiveness of machine learning models. 
 

Table 10: Performance Comparison by Validation Strategy and Time Period 
 

Category Accuracy (%) F1-Score (%) Latency (ms) Effect Size (η²) 

Validation Strategy     

Holdout Validation 89.7 88.9 135 0.28 

K-Fold Cross-Validation 92.9 91.8 125 0.36 

Real-Time Deployment Testing 90.4 89.6 140 0.30 

Time Period     

2018–2020 88.6 87.8 145 0.27 

2021–2022 91.3 90.5 135 0.32 

2023–2026 94.1 93.2 120 0.41 

 
Table 10 summarized the influence of validation strategies and publication periods on model 
performance. K-fold cross-validation produced the highest accuracy and F1-score values, indicating 
stronger generalization compared to holdout methods. Real-time deployment testing showed slightly 
lower performance but reflected more realistic operational conditions. Temporal analysis revealed a 
clear upward trend in performance over time, with the most recent studies achieving the highest 
accuracy and efficiency. The reduction in latency in later years suggested improvements in 
computational optimization. Effect size values indicated moderate to strong differences, confirming 
that both validation strategy and time period significantly influenced reported outcomes. 
DISCUSSION 
The findings of this study demonstrated that deep learning and hybrid machine learning models 
consistently outperformed traditional approaches in enterprise network fault detection, which aligns 
with a growing body of literature emphasizing the superiority of representation learning in complex, 
high-dimensional environments. Earlier studies have highlighted that traditional machine learning 
methods, while effective in structured and low-dimensional settings, often struggle to capture 
nonlinear relationships and temporal dependencies inherent in network traffic data (Celik & Inik, 
2024). The present findings reinforced this argument by showing that deep learning models achieved 
significantly higher accuracy, precision, and recall values, particularly in large-scale enterprise 
environments. This observation is consistent with prior research that emphasized the capability of deep 
neural architectures to learn hierarchical feature representations directly from raw data. Moreover, the 
strong performance of hybrid and ensemble models in this study echoed earlier findings suggesting 
that combining multiple algorithms can reduce variance and improve generalization. Compared to 
earlier research conducted between 2015 and 2018, which often reported marginal gains from ensemble 
methods, the current results indicated more substantial improvements, likely due to advances in model 
integration techniques and computational power (Khan et al., 2022). These results collectively 
suggested that the evolution of machine learning architectures has played a critical role in enhancing 
fault detection performance, confirming the trajectory observed in recent empirical studies.A notable 
contribution of this study was the identification of reinforcement learning as a key driver of recovery 
efficiency in self-healing systems, a finding that extended beyond the focus of many earlier studies that 
primarily emphasized detection accuracy (Hassan et al., 2020). Previous research often treated fault 
detection and recovery as separate processes, with limited integration between predictive analytics and 
autonomous decision-making. However, the present findings demonstrated that reinforcement 
learning models significantly reduced mean time to repair and improved system uptime, highlighting 
their potential for enabling fully autonomous network management. This observation was consistent 
with recent studies in cognitive networking and software-defined environments, which have shown 
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that reinforcement learning can optimize sequential decision-making processes in dynamic systems 
(Abbaspour et al., 2020). In contrast to earlier rule-based automation frameworks, which relied heavily 
on predefined thresholds and expert-defined rules, reinforcement learning offered adaptive and 
context-aware recovery strategies. The comparison with earlier literature revealed a clear shift from 
static automation toward intelligent, learning-based recovery mechanisms. This shift suggested that 
the integration of reinforcement learning into self-healing architectures represents a significant 
advancement in enterprise network management, particularly in environments characterized by high 
variability and uncertainty (Sajid et al., 2024). 
The comparative analysis across network domains revealed that cloud computing and software-
defined networks provided the most favorable environments for deploying machine learning-based 
fault detection and self-healing systems. This finding was consistent with earlier studies that 
highlighted the advantages of centralized control, virtualization, and programmability in these 
environments. Cloud platforms, with their scalable infrastructure and abundant data availability, have 
been widely recognized as ideal settings for training and deploying complex machine learning models 
(Qazi et al., 2023). Similarly, software-defined networks offer enhanced visibility and control, enabling 
more effective implementation of automated fault detection and recovery mechanisms. In contrast, the 
lower performance observed in IoT and edge environments aligned with prior research that identified 
resource constraints, limited computational capacity, and data heterogeneity as major challenges in 
these domains. Earlier studies have also noted that IoT systems often lack standardized data formats 
and reliable communication channels, which can hinder the performance of machine learning models. 
The present findings reinforced these observations by demonstrating significantly lower accuracy and 
higher variability in IoT-based systems (Marriwala & Chaudhary, 2023). This comparison suggested 
that while machine learning has broad applicability across network domains, its effectiveness is highly 
dependent on the underlying infrastructure and data characteristics. 
 

Figure 13: Machine Learning Fault Detection Framework 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The subgroup analysis provided further insights into how methodological factors influenced reported 
performance outcomes, particularly with respect to dataset type and validation strategy (Azevedo et 
al., 2024). The finding that benchmark datasets produced higher accuracy compared to real-world 
enterprise data was consistent with long-standing concerns in the literature regarding the limitations 
of widely used intrusion detection datasets. Earlier studies have criticized benchmark datasets for being 
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outdated, overly simplified, or unrepresentative of modern network conditions. The present results 
supported these critiques by showing that models evaluated on real-world data exhibited lower but 
more realistic performance levels. Similarly, the superior performance associated with cross-validation 
techniques aligned with previous research emphasizing the importance of robust validation strategies 
for ensuring model generalization. Studies using simple holdout validation often reported inflated 
performance metrics, a trend that was also observed in the current analysis (Sahu et al., 2021). The 
temporal improvement in model performance over the study period further confirmed the impact of 
technological advancements, as more recent studies benefited from improved algorithms, better data 
preprocessing techniques, and enhanced computational resources. These findings highlighted the 
importance of methodological rigor in interpreting machine learning performance and underscored the 
need for standardized evaluation frameworks in future research.The statistical analysis conducted in 
this study provided strong evidence that the observed differences in model performance were both 
statistically significant and practically meaningful. The use of effect size measures alongside 
significance testing allowed for a more nuanced interpretation of the results, addressing a common 
limitation in earlier studies that relied primarily on p-values. Previous research has often been criticized 
for reporting statistically significant results without adequately considering their practical implications 
(Raza et al., 2022). By incorporating effect size analysis, the present study demonstrated that the 
differences between model categories were not only statistically detectable but also substantial in real-
world terms. For example, the large effect sizes observed in comparisons involving deep learning and 
reinforcement learning indicated that these models offered meaningful performance advantages over 
traditional approaches. This finding was consistent with recent methodological recommendations in 
the literature, which advocate for the inclusion of effect size measures in quantitative research. 
Additionally, the consistency of results across parametric and nonparametric tests enhanced the 
robustness of the findings, suggesting that they were not sensitive to violations of statistical 
assumptions (Wankhade & Vigneshwari, 2023). This comprehensive approach to statistical analysis 
strengthened the credibility of the study and provided a more reliable basis for drawing conclusions. 
The regression and association analyses offered important insights into the factors that influenced 
model performance beyond simple group comparisons. The positive relationship between publication 
year and performance metrics confirmed the cumulative impact of technological progress, supporting 
earlier findings that have documented continuous improvements in machine learning capabilities 
(Loey et al., 2021). The strong association between model complexity and performance further 
reinforced the argument that advanced architectures are better suited for handling the complexity of 
enterprise network data. However, the negative relationship between dataset realism and reported 
accuracy highlighted a critical trade-off that has been discussed in previous studies. While simpler 
datasets allow for higher performance, they may not accurately reflect real-world conditions, leading 
to overestimation of model effectiveness. The regression results also demonstrated that validation 
strategy and deployment setting were significant predictors of performance, indicating that 
methodological choices play a crucial role in shaping outcomes. These findings aligned with earlier 
research emphasizing the importance of experimental design in machine learning studies (Hossain et 
al., 2021). By integrating multiple variables into a single analytical framework, this study provided a 
more comprehensive understanding of the factors that contribute to successful fault detection and self-
healing systems.Finally, the integration of visual and quantitative findings in this study enhanced the 
overall interpretability of the results and supported more robust conclusions. The use of graphical 
representations, such as trend lines and distribution plots, allowed for the identification of patterns that 
were not immediately apparent in tabular data. This approach was consistent with best practices in 
quantitative research, which emphasize the importance of combining numerical and visual analysis to 
improve clarity and insight (Nosratabadi et al., 2020). Earlier studies have often relied heavily on tables 
without adequately leveraging visual tools, limiting the accessibility of their findings. The present 
study addressed this limitation by using visualizations to highlight key trends, such as the increasing 
adoption of deep learning models and the performance differences across network domains. This 
integration of visual and statistical analysis not only improved the presentation of results but also 
facilitated a deeper understanding of the underlying relationships (Shah et al., 2022). Overall, the 
discussion confirmed that machine learning applications in enterprise network fault detection and self-
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healing systems have evolved significantly over the past decade, with advanced models and improved 
methodologies driving substantial gains in performance and reliability. 
CONCLUSION 
This study provided a comprehensive quantitative comparison of machine learning applications in 
enterprise network fault detection and self-healing infrastructure between 2018 and 2026, offering 
critical insights into both technological evolution and practical performance outcomes. The findings 
confirmed that deep learning and hybrid machine learning models consistently achieved superior 
performance in detection-related metrics, including accuracy, precision, recall, and F1-score, due to 
their advanced capability to model complex, high-dimensional, and temporally dependent network 
data. At the same time, reinforcement learning emerged as a pivotal approach for optimizing recovery 
processes, demonstrating measurable reductions in mean time to repair and improvements in system 
uptime, thereby highlighting its significance in autonomous self-healing systems. The study further 
established that model effectiveness was not solely determined by algorithm selection but was strongly 
influenced by contextual and methodological factors such as dataset type, validation strategy, and 
network domain. Cloud computing and software-defined network environments were identified as the 
most conducive settings for deploying advanced machine learning models, while IoT and edge systems 
faced performance limitations due to resource constraints and data heterogeneity. Additionally, the 
analysis revealed that studies relying on benchmark datasets and simplified validation methods tended 
to report inflated performance outcomes, whereas real-world datasets and robust validation techniques 
produced more realistic and generalizable results. Temporal trends indicated continuous improvement 
in model performance over the study period, reflecting advancements in computational power, data 
engineering, and algorithm design. Importantly, the integration of statistical significance testing with 
effect size interpretation ensured that the reported differences were both statistically valid and 
practically meaningful. Overall, the study concluded that the future of enterprise network fault 
management lies in the integration of deep learning, hybrid modeling, and reinforcement learning 
within scalable, data-driven architectures, supported by rigorous evaluation methodologies and real-
world deployment frameworks. These findings not only contribute to the academic understanding of 
machine learning in network systems but also provide actionable guidance for practitioners seeking to 
design more resilient, efficient, and intelligent self-healing infrastructures. 
RECOMMENDATIONS 
Based on the comprehensive quantitative findings of this study, several strategic recommendations 
were proposed to enhance the effectiveness, reliability, and practical deployment of machine learning 
applications in enterprise network fault detection and self-healing infrastructure. First, organizations 
and researchers were strongly encouraged to prioritize the adoption of deep learning and hybrid 
modeling approaches, as these demonstrated superior performance across key detection metrics and 
offered greater robustness in handling complex and dynamic network environments. However, it was 
also recommended that such models be integrated with reinforcement learning frameworks to enable 
intelligent, automated recovery processes, thereby achieving a balanced system capable of both 
accurate detection and efficient self-healing. Second, future implementations should emphasize the use 
of real-world enterprise datasets rather than relying predominantly on benchmark datasets, as this 
would improve the external validity and operational relevance of model performance. In addition, 
researchers were advised to adopt rigorous validation strategies, particularly k-fold cross-validation 
and real-time deployment testing, to ensure generalizability and avoid inflated performance outcomes. 
Third, system designers should consider the specific characteristics of network domains when selecting 
machine learning models, as cloud and software-defined environments were found to be more 
conducive to advanced analytics, while IoT and edge systems require lightweight, resource-efficient 
solutions. Furthermore, it was recommended that hybrid edge-cloud architectures be explored to 
balance computational efficiency with real-time responsiveness. From a methodological perspective, 
future studies should incorporate standardized evaluation frameworks, including both statistical 
significance and effect size measures, to improve comparability and interpretability across studies. 
Finally, there was a strong need for interdisciplinary collaboration between network engineers, data 
scientists, and system architects to develop scalable, secure, and adaptive self-healing systems. These 
recommendations collectively highlighted the importance of combining advanced machine learning 
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techniques with robust experimental design and practical deployment considerations to drive the next 
generation of intelligent enterprise network management systems. 
LIMITATIONS 
Despite the comprehensive quantitative approach and systematic comparative analysis, this study was 
subject to several limitations that should be considered when interpreting the findings. First, the study 
relied exclusively on secondary data derived from previously published empirical research, which 
introduced dependency on the quality, consistency, and reporting standards of the original studies. 
Variations in experimental design, dataset selection, evaluation metrics, and reporting practices across 
studies may have introduced heterogeneity that could not be fully controlled, potentially affecting the 
comparability of results. Second, the reliance on benchmark datasets in a substantial portion of the 
reviewed studies may have led to an overestimation of model performance, as such datasets often do 
not fully represent the complexity and variability of real-world enterprise network environments. 
Third, although efforts were made to standardize extracted metrics, differences in how performance 
indicators were defined and measured across studies may have introduced minor inconsistencies in 
the aggregated analysis. Fourth, the purposive sampling strategy, while appropriate for ensuring 
relevance and quality, limited the generalizability of findings beyond the selected body of literature, as 
unpublished studies or those outside the chosen databases were not included. Additionally, the study 
focused on a defined time period from 2018 to 2026, which, while capturing recent advancements, may 
have excluded earlier foundational work or very recent developments not yet indexed in academic 
databases. Another limitation was the limited availability of recovery-related metrics in some studies, 
particularly those focused primarily on fault detection rather than self-healing mechanisms, which 
constrained the depth of comparative analysis in certain areas. Furthermore, statistical analyses were 
conducted on aggregated study-level data rather than raw experimental datasets, which restricted the 
ability to perform more granular or causal inference. Finally, while the study incorporated effect size 
interpretation alongside statistical significance, the observational nature of the data limited the ability 
to establish definitive causal relationships between model characteristics and performance outcomes. 
These limitations highlight the need for future research to incorporate standardized evaluation 
frameworks, real-world datasets, and primary experimental validation to strengthen the reliability and 
applicability of findings in enterprise network fault detection and self-healing systems. 
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